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Abstract

Wireless Body Area Network is one of network technology that have revolutionized the world of technology and to explain
the importance of the networking major in the different majors, in thisproject we choose one of the important majorin the I ife
is the healthcare major. The Self-Management can not only make the treatment effective but also makes the treatment
cost effective in case of chronic diseases like Diabetes and metabolic disorders [17]. The Intemet of Things (10Ts)
consists of many smart devices and components that communicate via their connection to the Internet, which is
used to collect data with sensors that obtain personal health parameters. In this study we made a device that
measuresthe level of blood sugar in the patient through acupuncture and send the result to apply in the phone via
WIFI technology, through the application the patient can see the result of the examination saved or deleted and
work alerts for important times such as sports time, food and medicine and the time of visiting the doctor also can
save information aboutthe drugusedandthe competentdoctor, therefore the patientcanmanage the level of blood

sugar easily and without complications.

1. Introduction:

The Internet, itself a significant component of the loT, started
outaspartof DARPA (Defense Advanced Research Projects
Agency) in 1962, and evolved into ARPANET in 1969. In
the 1980s, commercial service providers began supporting
public use of ARPANET, allowing it to evolve into our
modern. Internet. Global Positioning Satellites (GPS)
became a reality in early 1993, with the Department of
Defense providing a stable, highly functional system of 24
satellites. This was quickly followed by privately owned,
commercial satellites being placed in orbit. Satellites and
landlines provide basic communications for much of the IoT.
One additional and important component in developing a
functionalloT was IPV6’s remarkably intelligent decision to
increase address space. Steve Leibson, of the Computer
History Museum, states, “The address space expansion
means that we could assign an IPV6 address to every atom
on the surface of the earth, and still have enough addresses
left to do another 100+ earths.” Put anotherway, we are not
going to run out of internet addresses anytime soon.[1] and
[2]. By theyear2013,the Internet of Things had evolved into

to a system using multiple technologies, ranging from the
Internet to wireless communication and from micro-
electromechanical systems (MEMS) to embedded systems.
The traditional fields of automation (including the
automation of buildings and homes), wireless sensor
networks, GPS, control systems, and others, all support the
loT.

The 10T became part of our daily life and the use of this
technology became necessary and effective in all fields, as
well asin the field of medicine, bringing artificial intelligence
a qualitative shift that affected the work of doctors became
very easy to diagnose patients with the help of advanced
modern medical machines, we have focused on diabetes
patientsand howtechnology helped them manage theirsugar
level we have made a sugardevice that measuresthe level of
blood sugar and linked it with application we have
programmed to allow patientsto follow up on their cases,
determine treatment times, remind them of appointmentsand
communicate with doctors.

2. Literature Background.



In 2019 accordingto international diabetes federation there is
Approximately 463 million adults (20-79 years) were living
with diabetes; by 2045 this will rise to 700 million, the
proportion of people with type 2 diabetes is increasing in
most countries, 79% of adults with diabetes were living in
low- and middle-income countries, 1 in 5 of the people who
are above 65 years old have diabetes, 1 in 2 (232 million)
people with diabeteswere undiagnosed, Diabetes caused 4.2
million deaths, More than 1.1 million children and
adolescents are living with type 1 diabetes, More than 20
million live births (1 in 6 live births) are affected by diabetes
during pregnancy, and 374 million people are at increased
risk of developing type 2 diabetes[17].

health monitoring systems based on Internet-of-things (10T)
have been recently introduced to improve the quality of
health care services. However, the number of advanced l10T-
based continuous glucose monitoring systems is small and
the existing systems have several limitations, in this project
we focus on how we can make a device for diabetes without
this limitation and have more features.

2.1. Type of Network

The network divided to two typesfrom the connectway:
2.1.1.  Wired Networking

Wired networking (networking cable) are networking
hardware used to connect one network device to other
network devices or to connect two or more computers to
share printers, scanners etc. Different types of network
cables, such ascoaxialcable, optical fiber cable,and twisted
pair cables, are used depending on the network's physical
layer, topology, and size. The devices can be separated bya
few meters (e.g. via Ethernet) or nearly unlimited distances
(e.g. via the interconnections of the Internet)[2].

2.1.2.  Wireless Networking

Wireless networks are networks that use radio waves to
connect devices, without the necessity of using cables of any
kind. Devices commonly used for wireless networking
include portable computers, desktop computers, hand-held
computers, Personal Digital Assistants (PDAs), cellular
phones, pen-based computers, and pagers. Wireless networks
work similar to wired networks however, wireless networks
must convert information signals into a form suitable for
transmission through the air medium[4].

2.2. Wireless Sensor Networks (WSNs)

A WSN is a wireless network that contains distributed
independent sensor devices that are meant to monitor
physical or environmental conditions. A WSN consists of a
set of connected tiny sensor nodes, which communicate with
each other and exchange information and data [5]. These

nodes obtain information on the environment such as
temperature, pressure, humidity or pollutant, and send this
information to a base station. The latter sends the info toa
wired network or activatesanalarm oranaction, depending
on the type and magnitude of data monitored [6] and [17].
Typical applications include weather and forest monitoring,
battlefield  surveillance,  physical monitoring  of
environmental conditions such as pressure, temperature,
vibration, pollutants, or tracinghuman andanimal movement
in forests and borders. They use the same transmission
medium (which is air) for wireless transmission as Wireless
Local Area Networks (WLANSs). For nodesin a Local Area
Network (LAN) to communicate properly, standard access
protocols like Institute of Electrical and Electronic
Engineering (IEEE) 802.11 are available [30]. The
importance of WSN makes it suitable for application in
health, military, education, firefighting and prevention, and
psychology. The survival rate in cardiac arrest in the first 720
s (12 min) is 48%— 75% as reported by the American Heart
Association (AHA). A detailed description of the WSN
application shown in Figure 2.1.
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Figure 1 WSN applications[2]

There are several wireless sensor technologies, which are
regarded as an offshoot of WSN, and the commonest is
WBAN. WBANSs, which arealso referred to as Body Sensor
Networks (BSNs) or Body Area Networks (BANSs), are
fashioned with thin, small lightweight sensors dispersed
around,on, and in a human body to function asa monitoring
device for the body and its immediate environment. WBAN
functionsas a monitoring, data detection and collection, and
wireless data transfer system. Usually, PDA and sman
mobile phones are used to transfer the data to the health
professional through a main wireless system. The measured
data are either processed or transferred in its raw state
through a single gateway or multigateway. The sensor nodes
are commonly made-up of sensing component, processing
component, communicating component, and a power unit.
Together they sense, collect, process, and transmit data



wirelessly to a central receiver. The following features are
important for the most reliable and efficient sensor nodes:
low cost, power efficient, wireless capabilities, multi-hop
data routing, and decentralized processing [6]. The lifespan
of sensor nodes is mostly affected by the quality and duration
of the power source, that s, the battery. Previous studies have
tried to increase the lifespan of sensor nodes by balancingor
duty cycling the load among the sensor node. However,
recent studies seek to prolong the node’s lifespan by
integrating renewable energy.

Deployment of sensor nodes is done in multitudes because of
their low and small size. Although WBAN s referred to as
an offshoot of WSN, there are several differences between
these two systems, and these parameters of differences are
presented in Figure 2.2. Energy efficiency and reliability are
very important parameters in both systems. The other
parameters are more important in WBAN than in WSN, for
instance, maximum security is required in WBAN because
of the sensitive nature of the data beingtransmitted [7].
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Figure 2 WBAN and WSN[2]

2.3. Wireless Body Area Network (WBAN)

WBAN was first presented in an article from 1996, but he
named these body networks as the WPAN at the beginning.
WBAN is seen asa valuable solution to monitor human body
remotely and fluently. Many works have discussed WBAN
definitions, architectures, applications, etc. because various
current trends such as growing population have promotedthe
growth of WBAN. However, most of the existing works
focus on theoretical performance enhancement. IEEE 802
has established a Task Group called IEEE 802.15.6 in
November 2007 for the standardization of WBAN. The
purpose of the group is to establish a communication
standard optimized forlow power high reliability application
forBANS. We can find differentannotations for WBAN like
WBANS - Wireless Body Area Sensor Networks or WBSN
Wearable Body Sensors Network.

2.3 Problem statement

In this study we will focus on making Smart device for
Diabetics, and what are the requirements to implement this
technology to link between device and program. And make
the device send the result of the sugar level check to the
application.

2.4 project objects

The objectives of this projectare asfollows:

1- Improving the lives of diabetics by monitoring their
condition easily.

2- Facilitating the process of following up on diabetes
patientsby doctors.

3- Reminding the patient of what he needs in terms of
medication, advice,and others.

4- The integration and use of modern technology and its
developments in the medical field 5- Design Smart
device and android application for Diabetics.

6- To learn about Artificial intelligence technology and its

benefits.

2.5 Research questions

1- Howcanwe Improvethe lives of diabetics?

2- How can we facilitate the work of diabetesdoctors?

3- What are the benefits of Artificial intelligence
technology?

4- How can we integrate and use modern technology and
its developmentsin the medicalfield?

5- How the Smartdevice technology works with Android
program?

6- Why most of companiesuse this technology (Artificial
intelligence technology)?

2.6. Diabetes

The epidemic nature of diabetesmellitus in different regions
is reviewed. The Middle Eastand North Africa region hasthe
highest prevalence of diabetesin adults (10.9%) whereas, the
Western Pacific region has the highest number of adults
diagnosed with diabetes and has countries with the highest
prevalence of diabetes (37.5%). Different classes of diabetes
mellitus, type 1, type 2, gestational diabetes and other types
of diabetesmellitus [3]

2.6.1 Diabetes mellitus (DM)

commonly known as diabetes, is a group of metabolic
disorders characterized by a high blood sugar level overa
prolonged period of time. Symptoms often include frequent
urination, increased thirst and increased appetite. If left
untreated, diabetes can cause many complications. Acute
complications can include diabetic  ketoacidosis,



hyperosmolar hyperglycemic state, or death. Serious long-
term complications include cardiovascular disease, stroke,
chronic kidney disease, foot ulcers, damage to the nerves,
damage to the eyes and cognitive impairment.

Diabetes is a number of diseases that involve problems with
the hormone insulin. Normally, the pancreas (an organ behind
the stomach) releases insulin to help your body store and use
the sugar and fat from the food you eat. Diabetes can occur
when the pancreas produces very little or no insulin, or when
the body does not respond appropriately to insulin. As yet,
there is no cure. People with diabetes need to manage their
disease to stay healthy [3].

Diabetes is due to either the pancreas not producing enough
insulin, or the cells of the body not responding properly to the
insulin produced. There are three main types of diabetes
mellitus [3]: Type 1 diabetes results from failure of the
pancreasto produce enough insulin due to loss of beta cells.
This form was previously referred to as “insulin-dependent
diabetes mellitus" (IDDM) or "juvenile diabetes". The loss of
beta cells is caused by an autoimmune response. The cause of
this autoimmune response is unknown.

* Type 2 diabetes begins with insulin resistance, a
condition in which cells fail to respond to insulin
properly. As the disease progresses, a lack of insulin
may also develop. This form was previously referred
to as "non-insulin-dependent diabetes mellitus"
(NIDDM) or "adult-onset diabetes". The most
common cause is a combination of excessive body
weight and insufficient exercise.

* Gestational diabetes is the third main form, and
occurs when pregnant women without a previous
history of diabetesdevelop high blood sugar levels.

2.6.2 Signs and symptoms
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Figure 3 Overview of the most significant symptoms of
diabetes[8]

The classic symptoms of untreated diabetes are unintended

weight loss, polyuria (increased urination), polydipsia

(increased thirst), and polyphagia (increased hunger).

Symptomsmay develop rapidly (weeks or months) in type 1

diabetes, while they usually develop much more slowly and
may be subtle or absent in type 2 diabetes.

Several other signs and symptoms can mark the onset of
diabetes although they are not specific to the disease. In
addition to the known ones above, they include blurred
vision, headache, fatigue, slow healing of cuts, and itchy skin.
Prolonged high blood glucose can cause glucose absorption
in the lens of the eye, which leads to changes in its shape,
resulting in vision changes. Long-term vision loss can also be
caused by diabetic retinopathy. A number of skin rashes that
can occur in diabetes are collectively known as diabetic
dermadromes[9].

2.6.3 Diabetes Management

Diabetes management concentrates on keeping blood sugar
levels as close to normal, without causing low blood sugar.
This can usually be accomplished with dietary changes,
exercise, weight loss, and use of appropriate medications
(insulin, oral medications).

Learning about the disease and actively participating in the
treatment is important, since complications are far less
common and less severe in people who have well-managed
blood sugar levels. Per the American College of Physicians,
the goal of treatmentisan HbA1C level of 7-8%. Attention is
also paid to other health problems that may accelerate the
negative effects of diabetes. These include smoking, high
blood pressure, metabolic syndrome obesity, and lack of
regular exercise. Specialized footwear is widely used to
reduce the risk of ulcers in at-risk diabetic feet although
evidence for the efficacy of this remainsequivocal.

2.6.4 Self-management of diabetes and internet of things
Self-Management is an important part of Diabetes
Management. The Self-Management can not only make the
treatment effective but also makes the treatment cost effective
in case of chronic diseases like Diabetes and metabolic
disorders. With the advent of handheld diagnostic equipment
and wearable technologies, the self-management has
achieved new dimensions. The Internet of Things (loT)
concept plays a significant role in self-management in
Diabetes Management. loT uses sensors to assist diabetes
management by monitoring blood pressure, glucose level,
calorie intake and physical activity. This research proposes
an intelligent service model for healthcare which gives an
effective feedback to an individual in diabetes management.
This model identifies the risk events beforehand and raises
alarm for patient, family and healthcare team. [18]



3. The Internet of Things (1oT)

Refers to the use of intelligently connected devices and
systems to leverage data gathered by embedded sensors and
actuators in machines and other physical objects. 10T is
expected to spread rapidly over the coming years and this
convergence will unleash a new dimension of services that
improve the quality of life of consumers and productivity of
enterprises.

For consumers, the 10T has the potential to deliver solutions
thatdramatically improve energy efficiency, security, health,
education and many other aspects of daily life. For
enterprises, 10T can underpin solutions that improve
decision-making and productivity in manufacturing, retail,
agriculture and othersectors [2].

3.1. History of 10T?

The term “Internet of Things” (IoT) was first used in 1999 by
British technology pioneer Kevin Ashton to describe a system
in which objectsin the physical world could be connected to
the Internet by sensors.12 Ashton coined the term to illustrate
the power of connecting Radio-Frequency ldentification
(RFID) tags13 used in corporate supply chains to the Internet
in order to countand track goodswithout the need for human
intervention. Today, the Internet of Things has become a
popular term for describing scenarios in which Internet
connectivity and computing capability extend to a variety of
objects, devices, sensors, and everyday items [33].

While the term “Internet of Things” is relatively new, the
concept of combining computers and networks to monitor
and control devices hasbeen around for decades. By the late
1970s, for example, systems for remotely monitoring meters
on the electrical grid via telephone lines were already in
commercial use [33]. In the 1990s, advances in wireless
technology allowed “machine—to—machine” (M2M)
enterprise and industrial solutions for equipment monitoring
and operation to become widespread. Many of these early
M2M solutions, however, were based on closed purpose—
built networks and proprietary or industry— specific
standards,15 rather than on Internet Protocol (IP)-based
networks and Internet standards [33].

3.2 What is the 10T?

In a very short time, the Internet has dramatically changed
how we work, live, play, and learn. Yet, we have barely
scratched the surface. Using existing and new technologies,
we are connecting the physical world to the Internet. It is by
connecting the unconnected that we transition from the
Internet to the Internet of Things (1oT).

10T (Internet of Things) is an advanced automation and
analytics system which exploits networking, sensing, big

data, and artificial intelligence technology to deliver
complete systems for a product or service. These systems
allow greater transparency, control, and performance when
applied toany industry or system[33].

0T systemshave applicationsacross industries through their
unique flexibility and ability to be suitable in any
environment. They enhance data collection, automation,
operations, and much more through smart devices and
powerful enabling technology.

3.3 10T — Key Features

The most important features of 10T include artificial
intelligence, connectivity, sensors, active engagement, and
small device use. A brief review of these featuresis given
below [32] and [33]:

e Al — 10T essentially makes virtually anything “smart”,
meaning it enhances every aspect of life with the power
of data collection, artificial intelligence algorithms, and
networks. This can mean something as simple as
enhancing your refrigerator and cabinets to detect when
milk and your favorite cereal run low, and to then place
an order with your preferred grocer.

« Connectivity — New enabling technologies for
networking, and specifically 10T networking, mean
networks are no longer exclusively tied to major
providers. Networks can exist on a much smaller and
cheaperscale while still being practical. l0T createsthese
small networks between its system devices.

» Sensors — IoT loses its distinction without sensors. They
act as defining instruments which transform loT froma
standard passive network of devices into an active system
capable of real-world integration.

+ Active Engagement — Much of today’s interaction with
connected technology happens through passive
engagement. 10T introduces a new paradigm for active
content, product, or service engagement. « Small Devices
— Devices, as predicted, have become smaller, cheaper,
and more powerful over time. 10T exploits purpose-built
small devices to deliver its precision, scalability, and
versatility.

3.4 Internet of Things - Technology and Protocols

loT primarily exploits standard protocols and networking
technologies. However, the majorenabling technologies and
protocols of 10T are RFID, NFC, low-energy Bluetooth, low-
energy wireless, lowenergy radio protocols, LTE-A, and
WIFI-Direct. These technologies support the specific
networking functionality needed in an 1oT system in contrast



to a standard uniform network of common systems. a) NFC
and RFID

RFID (radio-frequency identification) and NFC (near-field
communication) provide simple, low energy, and versatile
options for identity and access tokens, connection
bootstrapping,and payments.

* RFID technology employs 2-way radio transmitter-
receivers to identify and track tags associated with
objects.

* NFC consists of communication protocols for
electronic devices, typically a mobile device and a
standard device.

b) Low-Energy Bluetooth
This technology supportsthe low-power, long-use need of
IoT function while exploiting a standard technology with
native support across systems.

C) Low-Energy Wireless
This technology replaces the most power-hungry aspect
ofanloT system. Though sensors and otherelements can
power down over long periods, communication links (i.e.,
wireless) must remain in listening mode. Low-energy
wireless not only reduces consumption, but also extends
the life of the device through less use.

d) Radio Protocols
ZigBee, Z-Wave, and Thread are radio protocols for
creating low-rate private area networks. These
technologies are low-power, but offer high throughput
unlike many similar options. This increases the power of
small local device networks without the typical costs.

e) LTE-A
LTE-A, or LTE Advanced, delivers an important upgrade
to LTE technology by increasing not only its coverage,
but also reducing its latency andraising its throughput. It
gives 10T a tremendous power through expanding its
range, with its most significant applications being vehicle,
UAV, and similar communication.

f) WIFI-Direct
WIFI-Direct eliminates the need for an access point. It
allows P2P (peer-to-peer) connections with the speed of
WIFI, but with lower latency. WIFI-Direct eliminates an
element of a network thatoften bogs it down, and it does
notcompromise on speed or throughput.

3.5 Internet of Things - Common Uses

loT hasapplicationsacrossallindustriesand markets. It spans

user groups from those who want to reduce energy use in their

home to large organizations who want to streamline their

operations. It proves not just useful, but nearly critical in

many industries as technology advances and we move

towards the advanced automation imagined in the distant
future [32] and [33].

a) Engineering, Industry, and Infrastructure

b) Government and Safety

C) Home and Office

d) Health and Medicine
loT pushesustowardsour imagined future of medicine which
exploits a highly integrated network of sophisticated medical
devices. Today, loT can dramatically enhance medical
research, devices, care, and emergency care. The integration
of all elements provides more accuracy, more attention to
detail, faster reactions to events, and constant improvement
while reducing the typical overhead of medical research and
organizations.
3.6 10T - Building/Housing Applications
loT applied to buildings and various structures allows us to
automate routine residential and commercialtasks and needs
in a way that dramatically improves living and working
environments. This, as seen with manufacturing and energy
applications, reduces costs, enhances safety, improves
individual productivity, and enhances quality of life [32].

a) Environment and Conditioning
One of the greatest challenges in the engineering of buildings
remains management of environment and conditions due to
many factors at work. These factors include building
materials, climate, building use, and more. Managing energy
costs receives the most attention, but conditioning also
impactsthe durability and state of the structure.
loT aids in improving structure design and managingexisting
structures through more accurate and complete data on
buildings. It providesimportantengineering information such
as how well a material performs as insulation in a particular
design and environment.

b) Health and Safety
Buildings, even when constructed with care, can suffer from
certain health and safety issues. These issues include poor
performing materials, flaws that leave the building vulnerable
to extreme weather, poor foundations,and more.
Current solutions lack the sophistication needed to detect
minor issues before they become major issues, or
emergencies. 10T offersa more reliable and complete solution
by observing issues in a finegrained way to control dangers
and aid in preventing them; for example, it can measure
changesin a system's state impacting fire safety rather than
simply detecting smoke.

C) Productivity and Quality of Life



Beyond safety orenergy concerns, most people desire certain
comforts from housing or commercial spaces like specific
lighting and temperature. 10T enhances these comforts by
allowing fasterand easier customizing.

Adjustments also apply to the area of productivity. They
personalize spaces to create an optimized environment such
asa smartoffice or kitchen prepared fora specific individual.

3.7 Internet of Things - Consumer Applications
Consumers benefit personally and professionally from the
optimization and data analysis of IoT. 0T technology
behaves like a team of personal assistants, advisors, and
security. Itenhancesthe way we live, work, and play.

a) Home

10T takesthe place of a full staff:

» Butler —IoT waits foryou to return home, and ensures
your home remains fully prepared. It monitors your
supplies, family, and the state of your home. It takes
actionsto resolve any issues thatappear.

» Chef — An 10T kitchen prepares meals or simply aids
you in preparing them.

* Nanny — IoT can somewhat act as a guardian by
controlling access, providing supplies, and alerting the
proper individuals in an emergency.

» Gardner — ThesameloT systems of a farm easily work
for home landscaping.

* Repairman — Smart systems perform key maintenance
and repairs, and also request them.

» Security Guard — IoT watches over you 24/7. It can
observe suspicious individuals’ miles away, and
recognize the potentialof minorequipment problemsto
become disasters well before they do.

b) Work
A smart office or otherworkspace combines customization of
the work environment with smarttools. 10T learns about you,
your job, and the way you work to deliver an optimized
environment. This results in practical accommodations like
adjusting the room temperature, but also more advanced
benefits like modifying your schedule and the tools you use
to increase your output and reduce your work time. 10T acts
as a manager and consultant capable of seeing what you
cannot.
c¢) Entertainment
IoT learns as much about you personally as it does
professionally. This enables the technology to support
leisure:

* Culture and Night Life — IoT can analyze your real-

world activities and response to guide you in finding

more of the things and places you enjoy such as
recommending restaurants and events based on your
preferences and experiences.

* Vacations — Planning and saving for vacations proves
difficult for some, and many utilize agencies, which can
be replaced by IoT.

* Products and Services — IoT offers better analysis of
the products you like and need than current analytics
based on its deeper access. It integrates with key
information like your finances to recommend great
solutions.

3.8 Internet of Things — Security

Every connected device creates opportunities for attackers.

These vulnerabilities are broad, even for a single small

device. The risks posed include data transfer, device access,

malfunctioning devices, and always-on/always-connected
devices. The main challenges in security remain the security
limitations associated with producing low-cost devices, and
the growing number of devices which creates more

opportunities for attacks [29], [30], [31], [32] and [33].

Security Spectrum

The definition of a secured device spans from the simplest

measures to sophisticated designs. Security should be thought

of asa spectrum of vulnerability which changes over time as
threatsevolve.

Security must be assessed based on user needs and

implementation. Users must recognize the impact of security

measures because poorly designed security creates more
problems than it solves.

Challenges

Beyond costs and the ubiquity of devices, other security

issues plague loT:

* Unpredictable Behavior — The sheer volume of
deployed devices and their long list of enabling
technologies means their behavior in the field can be
unpredictable. A specific system may be well designed
and within administration control, but there are no
guaranteesabout howit will interact with others.

*  Device Similarity —IoT devicesare fairly uniform. They
utilize the same connection technology and components.
If one system or device suffers from a vulnerability,
many more have the same issue.

*  Problematic Deployment — One of the main goals of
10T remains to place advanced networks and analytics
where they previously could not go. Unfortunately, this
createsthe problem of physically securing the devices in
these strange or easily accessed places.



* Long Device Life and Expired Support — One of the
benefits of 10T devices is longevity, however, that long
life also meansthey may outlive their device support.
Compare thisto traditional systemswhich typically have
support and upgrades long after many have stopped
using them. Orphaned devicesand abandonware lack the
same security hardening of other systems due to the
evolution of technology over time.

* No Upgrade Support — Many IoT devices, like many
mobile and small devices, are not designed to allow
upgrades orany modifications. Others offerinconvenient
upgrades, which many owners ignore, or fail to notice.

* Poor or No Transparency — Many IoT devices fail to
provide transparency with regard to their functionality.
Users cannot observe or access their processes, and are
left to assume howdevices behave. They have no control
over unwanted functionsordata collection; furthermore,
when a manufacturer updates the device, it may bring
more unwanted functions.

* No Alerts — Another goal of IoT remains to provide its
incredible functionality without being obtrusive. This
introduces the problem of user awareness. Users do not
monitor the devices or know when something goes
wrong. Security breaches can persist over long periods
without detection.

At the end The Internet of Things promises to deliver a step
change in individuals’ quality of life and enterprises’
productivity. Through a widely distributed, locally intelligent
network of smart devices, the 10T hasthe potential to enable
extensions and enhancements to fundamental services in
transportation, logistics, security, utilities, education,
healthcare and otherareas, while providing a new ecosystem
for application development.
A concerted effort is required to move the industry beyond
the early stages of market development towards maturity,
driven by common understanding of the distinct nature of the
opportunity. This market has distinct characteristics in the
areas of service distribution, business and charging models,
capabilities required to deliver 10T services, and the differing
demandsthese services will place on mobile networks.

3.9 Internet of Things - Health and Medicine

10T pushesustowards our imagined future of medicine which
exploits a highly integrated network of sophisticated medical
devices. Today, loT can dramatically enhance medical
research, devices, care, and emergency care. The integration

of all elements provides more accuracy, more attention to
detail, faster reactions to events, and constant improvement
while reducing the typical overhead of medical research and
organizations [33].

From this point on, there are many medical devices that
solve many medicalproblems and help patientssuch as
diabetics. There are many technologies that help diabeticsto
better control their disease, such asan artificial pancreasas
well as blood glucose screening machines.

4. Diabetes device

The diabetes device checks the patient's blood sugar level
afterinserting the chip, puttingblood into it, and then sending
the result to the mobile app.

4.1 Hardware used in the first device:

Arduino UNO

GSM sensor

IC

LDE

Resistors

Capacitors

Glucose sensor

Chip sensor

Switch

battery

4.1.1 Arduino UNO
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Figure 4 Arduino UNO

Arduino UNO is based on an ATmega328P microcontroller.
It is easy to use comparing to other boards, such as the
Arduino Mega board, etc. The Arduino UNO includes 6
analogpin inputs, 14 digital pins, a USB connector,a power
jackandan ICSP (In-Circuit Serial Programming) header.[!]
It is the most used of standard form from the list of all
available Arduino Boards. It is also recommended for
beginners as it is easy to use. Arduino Uno is a
microcontroller board developed by Arduino.cc which is an


https://www.javatpoint.com/arduino-uno
https://www.javatpoint.com/arduino-uno

open-source electronics platform mainly based on AVR
microcontroller Atmega328. First Arduino project was
started in Interaction Design Institute Ivrea in 2003 by David
Cuartielles and Massimo Banzi with the intention of
providing a cheap and flexible way to students and
professional for controlling a number of devices in the real
world. The current version of Arduino Uno comes with USB
interface, 6 analog input pins, 14 1/0O digital ports that are
used to connect with external electronic circuits. Out of 14
1/0 ports, 6 pins can be used for PWM output. It allows the
designers to control and sense the externalelectronic devices
in the real world [33].

Figure 5 LCD

TLO084 Op amp is very similar to the LM324 Op-Amp, they
both have four Op-Ampsinside them and have the exact same
pinouts. The TL084 however is not meant for common 5V
operation as it requires a minimum of 7V to operate. So
Unlike LM324 or other op-amps, if you are using the Op-
Amp in single supply mode, make sure you provide a
minimum of 7V for the Op-Amp to function normally.
4.1.Parts of the diabetes device:

* ESP8266

* Capacitors

* resistance

* Dbattery

e IC

*  Glucose sensor

*  Switch
ESP8266:

Figure 6 ESP8266
A microcontroller has the ability to perform activities related
to WIFI and thusis widely usedasa WIFI unit The ESP8266
is a low-cost Wi-Fi microchip, with a full TCP/IP stack and
microcontroller capability, produced by Espressif Systems in

Shanghai. The chip first came to the attention of Western
makers in August 2014 with the ESP-01 module, made by a
third-party manufacturer Ai-Thinker. This small module
allows microcontrollers to connect to a Wi-Fi network and
make simple TCP/IP connections using Hayes-style
commands. However, at first there was almost no English-
language documentation on the chip and the commands it
accepted The very low price and the fact that there were very
few external components on the module, which suggested
that it could eventually be very inexpensive in volume,
attracted many hackers to explore the module, the chip, and
the software on it, as well as to translate the Chinese
documentation The ESP8285 is an ESP8266 with 1 MiB of
built-in flash, allowing the building of single-chip devices
capable of connectingto Wi-Fi.
4.2 Programming types with: ESP8266:

1. Using AT commands.

2. Use the Arduino IDE.
The “standard” version has 2 digital pins thatcanbe used for
input or output. Eg: to drive LED’s or relays. These pins can
also be used for PWM. Other versions have more pins
exposed. For example, the ESP-12, which is a good option if
you need more pins. Either way the programming is still the
same.
Analog input is also available on the ESP8266 chip
(ADC/TOUT) but it’s notwired up on the ESP-01. It canbe
combined with an Arduino or it can be programmed to work
on its own. There are various tools and development
environments (IDE’s) to program it.
» Breadboard Power Supply
A good power supply seems to be a crucial aspect for the
ESP8266. A breadboard power supply is really useful,
especially when you’re dealing with mixed voltages. The one
shown here supplies 3.3V and 5.5V and plugs right into your
breadboard. | should have got one a long time ago! The
ESP8266 can chew a lot of mA (>300mA at times). If your
ESP reboots or seems unreliable then you need a separate
power supply for the ESP (keep a common ground though).
Also connecta capacitoracross 3.3V and ground to minimize
spikes and to provide a small reservoir of power.
« Integrated Circuit (IC):

Figure 7 1C
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The TLO84 is a Quad Package Operational Amplifier,
meaningit hasfour Op-Amps inside it and each Op-Amp can
be used independently.

The main distinguishing feature of the TL084 Op-Amp is that
they incorporate high-voltage JFET and bipolar transistors
which helps the transistor to have very high input impedance
and low bias current. Also, this Op-Amp has low noise and
harmonic distortion making it an ideal choice for audio
preamplifiers. So, if youare looking foran Op-Amp IC with
Quad package andJFET driven then this IC might be the right
choice.

Op-Amp Design Considerations

The Op-Amps as we know are the work horse for most
electronics circuit designs. There is a plethora of application
circuits for Op-Amp each having its characteristics and
significance in its own way. But every Op-Amp design will
have some common design considerations or tips which are
common amongthem and we will discuss the same further.
Inputs: The input stage of an Op-Amp is mostly complex
since it involves many stages. The Input common-mode range
value must be considered while supplying voltage signals
because the input voltage should neverexceed the rail voltage
else it will create a latchup condition which in return will
create a short circuit of the supply voltage and thus damaging
the circuit permanently.

Output: The TLO84 is not a rail-to-rail Op-Amp hence the
output voltage will not reach the maximum positive or
maximum negative voltage when saturated. It will alwaysbe
~2V less than the supply voltage, this voltage drop occurs
because of the Vce voltage drop of the transistors present
inside the Op-Amp. Also rememberthata saturated Op-Amp
will comparatively draw more current and thus results in
power loss.

Gain/Feedback: Op-Amps are known for their very large
Open-Loop Gain, but sadly this gain is accompanied by noise
hence most of the circuits are designed using Closed-Loop. A
Closed-Loop system provides feedback to the input this
limiting the gain value of the Op-Amp and the noise
associated with it. A Negative feedback is commonly
preferred, since it has predictable behaviors and stable
operation.

Terminating Unused Op-Amp pins

Here the Op-Amp is operating between the voltage range Vdd
and Vss. To terminate the Op-Amp the Inverting pin of the
Op-Amp is connected to the Output pin and the Non-
Inverting pin is provided with a constant voltage source. This
constantvoltage could be of any value but must be within the
limits of supply voltage (Common mode Voltage Range).

Hence it is not mandatory to have these two resistors since
any available voltage of that particularrange from the circuit
can be used to terminate the Nonlnverting pin of the Op-Amp.
Applications

e  Circuit requiring high inputimpedance
e  Amplifier Circuits

e Bufferapplication

e Audio pre-amplification

e Multi-stage Voltage generators

e Audio/noise filter circuits

5. The part of Application

Theapplication is designed to display examination results and
manage a patient'sroutine. A number of tools have been used
thatwill be explained in this section.

5.1 Android

Android is an open source and Linux-based operatingsystem
formobile devices such assmartphonesand tablet computers.
Android was developed by the Open Handset Alliance, led by
Google, and other companies. This tutorial will teach you
basic Android programming and will also take you through
some advance concepts related to Android application
development [2] and [33].

5.2 What is API level?

Level is an integer value that uniquely identifies the
framework API revision offered by a version of the
Android platform [19]

............

Tl wwna

Figure 8 android architecture [19]

6. The previous study

6.1 Study (1)
* Title: Detection of Levels of Blood Sugar Using
Simple 10T Based Breath Analysis
¢ Date: 8, August 2020



* Publisher: Dr. Khalid Nazim Abdul Sattar, Dr.
Mohammad Mahmood Otoo , Dr. Mutasim Al Sadig,
Dr. Nandini

¢ Conference Location: Saudi Arabia

* The aimof the study
Objectives of the proposed work: 1. In this designed
system, an Arduino UNO has been used to analyze
and compute the patient health. 2. Use of smart
devices to collect sugar level, temperature and
humidity that will aid in evaluation of the health
condition of the patient. 3. The diagnosed results are
displayed on the android device used. 4. The results
generated are stored onto the database for future
references and are accessible from any location in
case of emergency without minimaldelay.
* Study Hypotheses:

The intention of the proposed system is to design a
device based on 10T which provides a non-invasive
technique to measure blood sugar level. It has been
established that the level of ketone in the breath is
directly linked to the sugar level of a person. For this
purpose, the device collects the sample of the breath
when the patient blows into the mouthpiece and
senses the level of ketone in addition to the
temperature and humidity levels of the breath. The
design of system as, involves displaying the reading
on the builtin LCD screen and in the Android mobile
application which also provides for graphical
representation of sensitivity characteristics of each of
the fields mentioned.

a) Breath analyzer: A component which consists of the

Figaro TGS sensor used to collect the breath sample for

analysis.

ThingSpeak: A service that supports 10T applications

and allow the users to analyze and visualize uploaded

data using Matlab.

C) Android Application: Anapp thatenables the patients/
doctors who have smartphones to view readings of the
sensor and maintain a record of the same.

b)
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d) Web page: This displays the readings of the sensor to
the patients and doctors who do not have access to
smartphonesor for those who do not wish to install the
application.

* The Results:

Here, the results that are obtained after execution of the
variousalgorithms and software are subject to analysis. This
is furtherused in drawing conclusions related to the various
parameters of the system like accuracy, complexity,
usability, etc. The results which are obtained help the user in
understanding the true purpose of the system and the need
for its implementation.

. . 7 . :
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Web page interfaces as shown in Fig 14 and Fig 15,
provide necessary details to the users regarding
information on Diabetes and its implications.

6.2 Study (2)
e Title: loT-based continuousglucose monitoring
system: A feasibility study
* Date: 2017

* Publisher: Elsevier B.V « The aim of the study:

a) proposing continuous glucose monitoring 10T-
based system
b) designing an energy efficient sensor device
using nRF protocol
C) designing an energy harvesting unit for the
sensor device to extend the sensor device’s
battery life
* Study Hypotheses:
the number of advanced loT-based continuous glucose
monitoring systems is small and the existing systems have
several limitations. In this paper we study feasibility of
invasive and continuous glucose monitoring (CGM) system
utilizing 10T based approach. We designed an loT-based
system architecture from a sensor device to a back-end
system for presenting real-time glucose, body temperature
and contextual data (i.e. environmental temperature) in
graphical and human-readable forms to end-users such as



patients and doctors. In addition, nRF communication

protocol is customized for suiting to the glucose monitoring

system and achieving a high level of energy efficiency.

Furthermore, we investigate energy consumption of the

sensor device and design energy harvesting units for the

device. Finally, the work provides many advanced services

at a gateway level such as a push notification service for

notifying patient and doctors in case of abnormal situations

(i.e. too low ortoo high glucose level). The results show that

our system is able to achieve continuous glucose monitoring

remotely in real-time. In addition, the results reveal that a

high level of energy efficiency canbe achieved by applying

the customized nRF component, the power management unit

and the energy harvesting unit altogether in the sensor

device.

6.2.1 Ethical, social and cultural viability (Cultural
Feasibility): The system sugar + It combines two great
sciences medicine, computer and networks science, all of
which Greatest the moral and social aspect, especially the
science of medicine, he is aware of a sensitive dependsupon
the lives of human beings and error in which a murderer, it
is computer’s ethics to keep the programmer or engineer on
the privacy and information of customers and users of its
program.

On the program sugar +The high degree of privacy for user’s
data provides a particularly sick of them, the program sugar
+Itisn’t goalin collecting patient data is to provide medical
statistics ,as data collection is not an end in itself, but rather
a way to collect medical information to help the patient
follow himself ,andto help medicine and medical statistics
in tracking and eliminating diseases

6.2.2 Final Result

We conclude that diabetes is capable of recovery, and it is
necessary to follow the patient’s condition constantly and
communicate with the doctor who is following up and work
with his advice when diabetesrises. There are several things
that help reduce it, such as boiled mint leaves, boiled
fenugreek and other things, aswell as practicing walking and
when diabetes is lower than the normalrange. Eat fruits or
naturally sweetened food without artificial sugars, and be
careful not to eat artificial sugars, as they have serious
complications for diabetic patients due to the high level of
glucose atonce, which causesdamage and complications.
Diabetics needs to be monitored and examined periodically,
but it is not daily, and also must be accurate in the dates of
food and medication, and attention must be paid to a healthy
lifestyle.
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We concluded the following when following diabetes
patient’s health status in terms of food and medicine, and in
terms of doing diets and exercises. They are rated that their
condition is excellent, very good and in improvement, and
they may recover from diabetes completely especially when
doing a diet and exercising. As for those who neglect the
follow-up their health conditions, their conditions gradually
deteriorate and are classified as good or weak. This neglect
may be due to several difficulties faced by the diabetic that
he may have little knowledge of this disease and does not
know what to avoid, which is useful and what is harmful is
also tolerated by visiting doctors. Therefore, he doesnot care
about makinga diet or exercising without being interested in
taking medicine. Also, one of the difficulties is that the bad
Set up a home glucose test, so some devices may show
different readings, and this causes wrong doses of
medication,too,and may not be interested in following up on
the daily test results.

7. How the first devise work:

Diagram 10 Use case Diagram

The slide absorbsa certain amount of blood

e The process of oxidation of glucose and its conversion
to glucose acid occurs

e Determining the level of sugar in the blood through the
glucose sensor by passing an electric current

e Arduino receives the results of the examination and
processing

e Arduino sends the result to the LDE and the GSM

e LDE is showing the result

e GSM sends the result to the phone number

e phonereceives its message

e phone sends the message to the application

8. Arduino programming:

The Arduino IDE is the toolused to write code in the Arduino
language and then convert it into an executable formula that
can be placed on the microcontroller, he boards, the Arduino



developmentenvironmentis characterized by simplicity and
ease of handling, as it is almost without any complications
After completing the installation of the Arduino IDE, we do
the deification steps to connect the Arduino to the computer.
1) connectthe Arduino board to the cable.
2) Insert the other end of the USB slot into the
computerand wait fora while for it to appear
3) A messagestatingthata computerrecognized its
Arduino board afterits identification.
4) Arduino comestime to start working on the
development environment

8.1 Arduino UNO

The Arduino hasbeen programmed so thatany data made by
the device is sent to the Arduino

And then the Arduino send this data to the LDE and then
sends it a text message via a GSM

Arduino UNO is based on an ATmega328P microcontroller.
It is easy to use comparing to other boards, such as the
Arduino Mega board, etc. The Arduino UNO includes 6
analogpin inputs, 14 digital pins, a USB connector,a power
jackandan ICSP (In-Circuit Serial Programming) header.

It is the most used of standard form from the list of all
available Arduino Boards. It is also recommended for
beginners as it is easy to use.

After the test results are calculated and sentto the Arduino
The Arduino is sending it to the LDE

The benefit of this LED is to reduce the number of ports to 4,
afterit was 16 implemented, asis clear in the figure

Figure 11 Arduino UNO with LCD

9. How the second device works

* The cardabsorbsa certainamountof blood

* The device sends and receives automatically and
continuously Signs to monitor the variables to know
whether the blood hasbeen Placed or not

* Pass an electricity from one point and receives it from
anotherPoint to perform the calculation process

* When the blood reachesthe tube, the voltage is increased
at the Analog, the device makes sure that the blood has
arrived and after Thatthe timer is started

* The glucose oxidation occursin the blood and it turns into
glucose oxide and it becomesa conductorto the current

* You wait for a specific period of time, up to five seconds,
andthe Interaction reachesa certain limit within a certain
time

* The interaction is carried out at a reverse way, meaning
that the higher the glucose is the higher current, and the
lower the glucose is the lower the current

* The amount of current that passed through the blood is
calculated ata time of not more than five seconds

* The voltageis converted into a numberand an understood
reading

9.1 Work Method of the device programmatically:
* The reading will be saved after it was returned into an
understood number
* This reading is sentto the connected phone atthattime
* Inthe event that there is no connected phone, the device
will show signs thatare understood by the user in order to
explain the condition or the sugar level to him, and these
signs are:
1. Blue: Sugarlevelis low
2. Green: natural
3. Yellow: higher than normallittle
4. Red: Very high
9.2 Work of each partin the device:
Card:

Top cover “Silaa - Colour layer
Spacer

Support layer

" e Substrate

- N e Sensing contacts
Working electrodes — g

Caplilary channel

::I’ t /..

A-; 13 o *

- with B electrodes
o~

-

Counter sdectrode
Code electrodes for

code calibration

Figure 12 Card components
It is divided in to three poles:
1. Reference
2. Connector
3. Working
When a quantity of blood is placed in the strip, the first
electrode (Reverence) contacts the second electrode
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(Connector), and afterthe contact, the electrode (Connector)
pumps electricity of 2.5 volts, glucose reacts with glucose
oxide, producing glucose acid, after which the glucose turns
into glucose acetate and interacts directly with The
peroxidase from thisreaction produces an electric current, but
we cannot measure this current because it will be very weak,
so we use the current amplifier (IC), which has made the
current magnification and amplification, so the current is
enlarged by 100 times and afterthatthe measurement is done
and the calculated reading is greater thanthe 2.5.

Sensor:

Figure 13 Where to place the card

A conductor with a resistance of the value of ohms, we
connectthe positive and negative wire if the signal = (1) the
chip is present and the signal (0) the chip is not present Red:
Very high

9.2 Practical part
This part containsthe form of the device and the final
applicationaswell as a practicalapplication of the device
and application.

e e

Figure 14 Final device shape

The device is currently notconnected to any cellphone.

Figure 15 Connectthe app to the device network
We connect the application to the device network so it
shows us in the application that it has been successfully
connected and lights the blue LED in the device.
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Figure 16 Device connectwith the cellphone and Sugar
check chip
When the app connects with the mobile phone and the sugar
check chip, the yellow LED lights up and a notice appears
on the phone app thatthe sugar chip hasbeen successfully
installed waiting for blood.

Figure 17 The blood was putin the examination chip

When the blood is placed in the examination slide the device
waits several seconds to receive the result and a message
appearsin the interface of the application that the blood has
been placed and the result will appearwithin moments.

Figure 18 Result appearsin the app
After the device analyzes the result and passes several
processes the device sends the result to the application and
appearsonthe main page of the application

Figure 19 Install a chip used by
When you enter a previously used chip, the device sendsa
wrong message to the application, and the message appears
in the interface of the application

10. Conclusion.

In this study we implemented one of the new sections of
networking major it's Wireless Body Area Network. WBAN
is the future of saving the human life, it's help to monitor the
physiology signal to develop human life. In this study we



explained one of the applications that used in it this
technology. We implemented the study to the diabetes disease
patients from period 01/02/2022 to 30/07/2022 in constant
study explain this technology, developed from any
technology and its devices ,application, layers ,relationship
with 10T, how can it help in the healthcare system and the
importantapplications healthcare the WBAN technology help
in it. Explain how this technology help to rescued the patients
as soon as possible so this will reduce the death rate and
explain how the networking major has strong relationships
with other majors and help to facilitate them. Also explain
how we implement this technology by making system sends
SMS and detected the location.

11. Suggestions.

For improving the network of sugar+ the searchers suggest
the following:

1. Makingsure of the quality of the test devices and we
suggest to be all convenientand sophisticated.

2. Implementnewtechnologies in IOT smart devices etc.
The programmer of 10T, smart devices, network
should be havingexperience.

4. collected must information about 10T, smart devices,
programming, network especially in connectivity.

12. Recommendation.

The need for more sophisticated networking is evident, and
the purpose of 10T smart devices, programming and network
especially in connectivity are clear. So how can you best
prepare for the transition to this dynamicapproach? The key
to successful adoption is to find an integrator who can guide
yourself with your program and help navigate its
complexities. The recommendations below can help you
identify the right adoption strategy aswell as the best partner
to meet your project’s unique needs.

1. Determine how your network could benefit from 10T
adoption. ldentify where in your organization 10T
would be most beneficial. And remember, this is nota
one size fits-all solution. Carefully consider the how,
when, and where IOT complementsyourorganization.

2.Assess your organization’s risk tolerance and
adaptability

To successfully implement 10T, first identify the balance
of risk versus reward that your organization is ready to
accept.

3.Assess a range of provider options and vendor
solutions 10T is so new that it is considered to be a
disruptive technology. Many startups are entering the
burgeoning marketplace,aswell as novel offersby more
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well established, traditional providers. Plan wisely, and
identify the options that are best aligned with your
specific needs. Find out what is most compelling about
the solutions offered, and then assess the respective 10T
within a test lab or pilot program before committing
completely.

4.Prepare your leadership and staff for the changes
smart devices will bring smart devices will lead to
significant changesto networking in general—alongwith
the additional skill sets required for the environment,
there will be opportunities for network engineers to
participate in new areas,and atdifferent levels, compared
to whatthey have donein the past.
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