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In this paper, we study an encryption scheme based on group algebra G over the boolean
ring R. The key idea of the proposal is that for a given commutative ring, we can define
different functions over Zy and use them as the underlying structure. Using this group
algebra RG, we are giving a criterion to encrypt the message and to retrieve it using the
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invertibility of the latin square over R is the necessary condition.
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1. Introduction
1.1 Public Key Cryptography
In 1976, Whitefield Diffie and Martin Hellman published the first practical public key cryptosystem
for secure data transmission [10]. The Diffie-Hellman Algorithm was based on the discrete log
problem. Since then, many public key cryptography algorithms have been created. The RSA scheme
[9] discovered in 1978 by Ron Rivest, A. Shamir and Adleman was based on the factorization
problem of the modulus, factorising of mod N is an impractical task if the integer N is sufficiently
large, where N is the product of two distinct large primes. Since then, many developments have been
made in the field of cryptography. Elliptic Curves based Cryptography has an advantage over the non-
elliptic curve cryptography with the smaller key sizes [4][5]. Elliptic Curve cryptography is based on
the algebraic structure of elliptic curves over finite fields.
Here, we are using Special finite non-abelian groups in order to make the bijective functions more
efficient and suitable for encryption and decryption purpose. We are introducing the concept strongly
co — prime integers for constructing more trap door functions . In this paper , we study some
important properties of strongly co-prime integers and their effective use in public key cryptography.
In recent past many works have been done to improve the cryptosystems using the group algebra over
commutative and non-commutative rings.
It is necessary for a good cryptosystem to be practically impossible for the attacker to break [2]. A
good cryptosystem would comparatively take more time while the attacker is trying to break into it.
This can either be achieved by making a moderately longer key or by creating a more advance
algorithm that would make the entire cryptosystem reluctant to any damage.
Here, in this paper, we present some new techniques to encrypt and decrypt the messages. Some basic
concepts of group algebra and, linear algebra have been used and applied to make a new algorithm.
The RSA Algorithm [8] has been used as the basis of the cryptosystem whose definition we would
like to record:
Encryption: Given the public key (n,e) = ky,;, and the plaintext x, the encryption function is
y= ekpub(x) = x* modn,wherex,y € Z,.
Decryption: Given the private key d = k,, and the ciphertext y, the decryption function is
x=d, (y) = y%mod n, where x,y € Z,.
Here,ed =1 (mod (p — 1)(q — 1)) and n = pq

Theorem 1.1 (RSA) The mapping f : Z, — Z, where n is the product of k distinct odd primes,
f(x) = x¢(Mod n) such that gcd(e, (p; — 1) (p, — 1) ... (pr — 1)) = 1 is bijective.
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Here, ed =1 ((Mod((p1 - Dp,— 1) ...(pr—1 ))) andn =py.py ... Pk

For a function 'f”, if there exist some secret information 'y’, such that if f(x) and y are known, then x
can be computed easily. Such a function is known as the trapdoor function. A trapdoor function is a
functionthat is easy to compute in one direction, yet difficult to compute in the opposite direction
(finding its inverse) without special information, called the “trapdoor”. A one-way function is a
function that is easy to compute on every input, but hard to invert given the image of a random input.
In this direction, many researchers started constructing trap door permutation polynomial over finite
fields. Now we would like to recall an interesting result due to R.A. Mollin and C. Small. [8]

Theorem 1.2: Let GF(q) be a given finite field with g elements having characteristic different from
3"
Then f(x) = ax3 + bx? + cx + d (a # 0) permutes GF(q) if and only if
b? = 3ac and q = 2(Mod 3)
Now, let us use this theorem for constructing a permutation polynomial over Z,, for large odd prime p
(» #3).
Using the quadratic reciprocity law, we can deduce the following theorem
Choose an odd prime p such thatp = 11 (Mod 12)
Then choose a, ¢ € set of quadratic residues mod p or a, ¢ € set of quadratic non-residues mod p
Then the polynomial f(x) = ax® 4+ bx? + cx +d € Z,[x] permutes Z,.
If we choose a prime p such thatp = 5 (Mod 12),
Then we have to select a € set of quadratic residues mod p but ¢ € set of quadratic non-residues
mod p
or if a € set of quadratic non-residues mod p and ¢ € set of quadratic residues mod p
Then the polynomial f(x) = ax® + bx? + cx +d € Z,[x] permutes Z,.
Let us now observe, how we can use some elementary number theory to construct some simple
encryption and decryption schemes.
For more works on Analytic Number theory, the reader may refer to [1].

1.2 Some examples to construct bijective functions

In this section, we give some more methods for the secure encryption of data using different fields
like vectors, rings, matrices etc. This can be understood better with help of the following theorems
and examples.

Example 1.1: Select Four Secret distinct positive integers a, b, P, Q where P and Q are very large odd
primes such that ab > PQ

Define M = ab — PQ

Sete = (PQ)’M +aandd = (PQ)M + b

Consider ed — PQ = M((PQ)3M + a(PQ) + b(PQ)?> + 1)

Define N = (PQ)3M + a(PQ) + b(PQ)? + 1

Then, we observe: gcd(e, N) = gcd(d,N) =1

DefineZy ={0,1,2,...,N — 1}

The map f: Z$ - Z( defined by f(x,y) = (ex (Mod N), dy (Mod N)) is bijective.

Example 1.2: Let us now extend the above example further

Take four distinct positive integers a, b, c, P where P is an odd prime. such that abc > P.
Define M = abc — P

Sete = P3M +a;d =P?M +b,and f = PM + c.

Now, construct edf — P = M(P®M? + aP3M + bP*M + abP + P°Mc + acP? + bcP3 + 1)
Then, we observe: gcd(e, N) = gcd(d,N) = gcd(f,N) =1
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The map ¢:Z$) -7 defined by ¢(x,v,z) = (ex (Mod N),dy (Mod N), fz (Mod N)) is
bijective.

Example 1.3: Let us take four distinct positive integers a, b, c, d greater than or equal to 2.
Define N = (abcd(a+ 1)(b+ 1)(c + 1)(d + 1)) + 1
Here, we observe that gcd(a, N) = ged(b, N) = gcd(c,N) = gcd(d,N) =1
and, ged(a+ 1,N) = ged(b+ 1,N) = gcd(c+1,N) =gcd(d +1,N) =1
also, ged(a(a+ 1)3N) =1
Define Zy ={0,1,2,...N — 1} (Mod N) a ring of integers with respect to +, and X .
Now, let us construct a bijective function f : ZS') - Z,(f)
fy,2) = (wv,w)
where u=a’x —ay+k
v=QRa+1Dx+ay+1
w =az+m,
Here, k,l,m € Zy.
Similarly, ‘a’ can be replaced by 'b’, 'c¢" and 'd’.

a,b,c,d € Lpos
(a,b)=(c,d)=1
(a,c) = (b,d)=1

Example 1.4: Define F = [Ccl Z

¢ dll

aa bp . [a Bla b
Then[cy ds e?-"lfandonlylfy d]’[c 6]67—".

) b
Proof: (aa, bf) = (a,b) X (a, B) X ((a‘fb),(a’j’ﬁ)) X ((a'b) , (a‘fﬁ))

Similarly, (aa, cy) = (a,c) X (a,y) X ((:@,(;’7) X ((afc),ﬁ)
Therefore, (aa, bB) = (a,B) - (b, @)
Similarly, (cy,dé) = (c,6) - (d,y)

(bB,dd) = (b,6) - (B,d)

(aa,cy) = (a,7) - (c,a)

Proposition 1.1: Suppose [ g] EF

a b]’[a B

cdySET

Proposition 1.2: Suppose [
Define N = aadd + cybf

N1 = ad + B]/
N, =ad + bc
aax bf
Assume [Cy ds] EF

Define f : Z,(\f) - 21(\13)
f(x,y,2z) = (@' + (aa + d&)x + dSy (Mod N), B’ + cyx + cyy(Mod N),y' + (b?B?cy)z (Mod N))
L 7® 7
fl tTNy - Ny
filx,y,2) = (" + (ay + d)x +dy(Mod Ny),yx +yy + B"(Mod Ny),y" + (B*y)z(Mod N,))
. 73 (3)
f2 ’ ZNZ - ZNZ
fo (6, v,2) = (@" + (ac + §)x + 8y (Mod N,), " + cx + cy (Mod N,),y"" + (b?c)z(Mod N,))
Then, f is bijective if and only if f; andf, are bijective.
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Example 1.5: Let p, g, r be three given (distinct) odd primes
Assume 72 4+ g # 0 (Mod p)
Consider the following 2 x 2 matrix "A"
r p+qr
- [pq +pr? q*+pr+qr?
Per(A) =rq? + pr? + qr3 + p?q + p*r? + pq®r + pqr3
= (pq +r* + (p + p>)r® + (pg® + q*)r + p*q
Define N := Per (4)
= (pq + r* + (p +p>r® + (pg® + ¢*)r + p?q,
Now, we can show that
ged(r(pg +pr?),N) =1
ged((p + qr)(q* +pr +qr*),N) =1
ged(r(p +qr),N) =1
ged((pq +pr2)(@® +pr +qr?),N) =1
Define a bijective map f : Z,(VB) - ZI(VB) as follows:
fy,2) = (la+(qr* + (p + Dr + ¢*)x + (¢* + pr + qr*)y] (Mod N),
, (B + (pq2+ pr;)(x + y)](évlod N), [y + (0 + qr)*(pq + pr?)z](Mod N))
"T *p(;’ N pljl e | = @ ey (oa wy
So, ged([(pq + pr®)(M],N) =1
Therefore "f" is bijective.

Det [

Proposition 1.3. Let a be the non-zero vector in R3. Then T, (x) = (a X x) — a — x, and

Sq(x) =xxa—a—=x, axx,x x adenotes vector cross product in R3 is bijective from R3 to R3.
If we consider @ = (a,,a,,a3) € Zg over a finite field with p where p is an odd-prime. Then the map
T, (x) is bijective if and only if a? + a2 + a2 £ —1(mod p).

Theorem 1.3: Letd, b be any non-zero vectors and y is any vector in R3.

Then T 5 () = (b-7)d@— (b- @)y + (3 x @) + (¥ x b) + ¥ + (@ x b) + & — b is a bijective map

from R3 onto R3.

Proof:

Let d be a given non-zero vector in R3.

Define: T;(¥) =axx—d—X
Szg(X)=xxa—a—x

Tz, Sz both are bijective maps from R3 onto itself.

Select @, b are given non-zero vectors in R3.

Now, let us compute S; o Tz : R® — R3

SgoTa = S5(Tz(x))
=Sz(dxx—d—Xx)
=@x%-d-X)xb—(@xX¥—d—%)—b
=(@x%)xb—(dxb)—(¥xb)—(@x%)+d+x—b
=@x#)xb+(bxd)+(bx%)+@Exd)+d+i-b
=(deb)i—(xeb)di+@Fxad) +(bx%)+i+(bxd)+d—b

Now, we use the above-mentioned theorems to prove some corollaries.
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Corollary 1.1: Leta = (ay,a,,a3) € Z,(Vs) form a commutative ring with respect to +, and X .
Tz: ) — 78 defined by T;(x) = @ x 2 — @ — % for all x € Zy. Then T; is a bijective function
if and only if (a? + a3 + a3) =r' — 1 (mod N), where gcd(r’,N) = 1.
Proof:
Suppose T, (¥) = T,(y) forall x,y € Zy. Then
AXX—d—X=adxy—d—y
@ x(®-) =(@®-06))
[ J) k
a a as
X1—=Y1 X2—Y2 X3—)3
(az (x3 —y3) — az(xz — ¥2), az(x; —y1) — ag(x3 — y3), a;(x; —y2) —ap(xg — }’1))
= (X1 = Y1, %2 — Y2, X3 — ¥3)
- —y) —asg(xy —y2) +ay(xs —y3) =0
az(x; —y1) — (2 —y2) +a;(x3—y3) =0
—a;(xy —y1) +a;(x; —y) —(x3—y3) =0

-1 —das a X1 =M1 0
-a, a —1/\X3—Yy3 0

In order to get a trivial solution, we must have

-1 —a3; ay
det<a3 -1 —a]_) € U(ZN)

= (X1 — Y1, X2 — Y2, X3 — Y3)

-a, a -1
Let us consider
-1 —-a3 a,
l=laz -1 -—-a
-a, a -1

then gcd(lmod N, N) =1
Now, let us compute [ mod N
(—1(1 +a?) + az(—az — a;a,) + ay(a;az — az)) mod N
ged(—(1 + a? + a3 + a3)mod N,N) = 1
—(1+a? + a2+ a3) =r (mod N), where gcd(r,N) = 1
(1+a? +a3 +a%) =—r (modN)
(a?+a3+a3)=N—-r—1(modN)
(a? + a3 +a3) =1’ — 1 (mod N), where gcd(r',N) =1
Tz T — 78 is bijective if and only if (a2 + aZ + a2) = 7' — 1 (mod N), where ged(r', N) =
1

Corollaryl. 2
Let, @b € Z3P withd = (ay,a5,a3), b = (by, by, bs).
(a? + a3 +a3) =1 —1 (mod N)
(b? + b2 + b2) =" — 1 (mod N)
where ged(r’, N) = ged(s’,N) = 1.
Tap® = (beX)d—(bead)x+(F*xad+(Zxb)+%+(dxDb)+d - bis bijective from
7 to 7.
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2. Encryption and Decryption over Finite Boolean Rings
2.1 Boolean Rings
Now we shall see how to reconstruct the original message text using boolean rings over group
algebras. In this context, let us review the definition of Boolean Rings [3].
Let X be any given finite set (non-empty).Consider P(X) = {set of ALL subsets of X}
Define @ and e on P(X) as follows:
A®B =(A-B)U(B-A)
AeB = AN B, where A,B € P(X)
X X

. (A-B)UB -2
. ANB

A B

Figure 1 : Boolean Ring

Thisring is:
a) Commutative
A®B = B®A
AeB = Be A, where A,B € P(X)
b) Associative
AB(BOC) = (A®B)®C
Ae(Be() = (AeB)e(, where A,B,C € P(X)

c) Distributive
(A®B)e(C = (AeC)D(Be()
(AeB)YBC = (A @ C)e(BDC), where A,B,C € P(X)

The empty set (¢) is the zero of the ring.
The finite set X is the one of the ring.
Hence, (P(X),®, o, ¢, X) forms a Boolean Ring.

[t B[t F]

then the matrix multiplication is defined as follows:

o, _[A B] [E F1_[AE®BG AF ®BH 3

‘uv_[C pl'le H]_ CE@® DG CF@® DH (AB = AeB)
where,A,B,C,D,E,F,G,H € P(X)

While decrypting the message, the invertibility of the latin square, formed over the boolean ring R, is

a necessary condition. That latin square can be formed using various techniques mentioned below.

Main Result: Encryption schemes over square matrices
In this section we give an algorithm to encrypt as well as decrypt the data using square matrices. Here,
the square matrices are constructed with its elements from the power set of the boolean set X.
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Y,
Let M = |V,
Vs
To encrypt the message, we need a key.

be the message that we have to encrypt. Where ¥;,Y,,Y; € X

[ XDAEDGBF A®BG B
Let K = E®CF X@®CG (| be the Encryption key, Det(¥) = X.
F G X

where, A,B,C,E,F,G € P(X)
Define Enc(M) =K - M
 XOAEDBF ADBG B
= EDCF XBCeG C
F G X
Y, ®BFY, ®AY,®BGY,®BY;
= | EY,®CFY,®Y,®CCY,BCY;
FY,®GY,®Y,

Y

= |Y2| (say)
&

14

=y

Y3

il
v
Y3

Here,
Y] = Y,®BFY,®AY,®BGY,DBY,
Y; = FY,®GY,DY;
To decrypt this message,
D,(M) =%"1
1[X A ACOB
=—|E XDAE COCAEDBE

X F GOGAEDAF XOBFOCGHEBGOCGAE
X A ACDB
E XDOAE COCAED®BE
F GOGAEDAF XOBFOCGOEBGOCGAE
Here, as we have mentioned, that in a Boolean Ring, the one (1) of the ring is the finite set X. In
order to maintain the invertibility of the matrix, it is important that we construct the matrices with
their determinant = X. This determinant being equal to the one of the finite ring ensures the
invertibility and hence the decryption is possible without the loss of data.
Some of the methods to construct such matrices have been discussed below.

|+ X is the one in the ring P (X)|

2.1 To Construct a square matrix with determinant = X using triangular matrices
Let X be any given finite set (non-empty). Consider P(X) = {set of ALL subsets of X}
Define @ and e on P(X) as follows:

A®B = (A—B)U(B — A) = B®A

AeB = AN B = BeA, where A,B € P(X)
Define two square matrices A and u
X A B X ¢ ¢
U=|p X C|;v=|E X ¢|whereAB,CEF,GePX)
o ¢ X F G X
X®AE®BF ¢OAXDBG PDBX
U-V=|PDEDCF PDXDCGC ¢DPDC
PDXF PG X
XOAEDOBF A®BG B
U-v=| E®CF X®Cc C| - (K)

F G X
det(U - V) = [(XDAEDBF)(XDCCHCEG)|®[(ABBG)(E®CFOCF)|®[B(EGHCFGOF ®CGF)]
= XOAEDBF®AE®BGED®BEG®BF
=X

Page 7 of 18




Example 2.1
Assume X = {1,2,3,4,5} and P(X)be the power set of X

X {12} {23} X o ¢
u=\|¢ x {23};v=|{13} Xx ¢
¢ ¢ X (1,2} {34} X

{3,4,5} {1,2,3} {2,3}
u-v=\|1{23y {1245 {123}
{1,2} {3,4} X
here, det(U - V) = X
Similarly, using different finite non-empty sets "X" and taking different elements from their power
set, we can obtain infinite number of square matrices of any order.

X A B C
- . L ¢ X D E
Similarly, we can create a 4-square matrix by multiplying U = b & X F and
¢ ¢ o X
X ¢ ¢ ¢
_|G6 X ¢ ¢, Ty — TN
V= H 1 x in order to get a 4-sqaure matrix D = U - V whose determinant = X.
J] K L X
XOAGHOBHBC] ADBIGCK BOHCL C
_ar. GODHODE] XODIGEK D®EL E
D=U-V= HOF] I®FK XOFL F where A,B,C,D,E,F,G,H,I,],K,L €
J K L X
P(X).

2.2 To construct a square matrix with determinant = X using square tridiagonal matrices
Let X be any given finite set (non-empty). Consider P(X) = {set of ALL subsets of X}

X A ¢ X C ¢
LetU=|B X AlandV=|D X (|, wehave Det(U) = Det(V) = X.
$ B X o D X
Here, A,B,C,D € P(X)
X@®AD CoPA CA
U-V=|B®D X®BCO®AD COA |,Det(U-V)=Det(U) -Det(V)=X-X=X
BD B®D X®BC
Example 2.2
Assume X = {1,2,3,4,5} and P (X)be the power set of X.
X {2,3} ¢ {3,4,5} {123} {2,3}
U =1{1,2,3} X {2,3};v=| {23} {1,245} {1,2,3}
[0) {1,2,3} X {1,2} {3,4} X
{2,455} {1,2,3} [0)
Uu-v= [0) {4,5} {1,2,3}
{1,3} {1,234} {45}
Det(U-V)=X

2.3 To construct a square matrix with determinant = X using partitions of a set
Let "X" be a non-empty finite set,
X = {al' az,as, ..., an}
Define A4, A4,, A5, ... , A, as the partitions of the set X.
X = U?:lAi; AinAj :¢v1 * ]
Create a matrix "U" using the A;s as latin square.
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Example 2.3:

LetX ={a,b,c,d, e f, g}
Ay ={a,c, d}

A, ={b,e}

Az ={f}

Ay =1{9}

Here, A4, A,, A3, A, are partitions of X.
A Ay Az A
. A2 Ay Ay Aj
Define U = A, A, A A,
Ay Az A A

Determinant = Z (=1D%a;14(1) * A2 5(2) * A3 6(3) = An o(n)
OESy

Hence, Det('U) = A1®A2®A3®A4 = X

3. Public Key Cryptography using Permanent and Trace of Matrices

In a square matrix, the permanent of a matrix is defined as follows:

Per(U) = Z a1 6(1) " A2 6(2) * 43 6(3) * An o(n)

OESy

3.1 Encryption Scheme using the Permanent of a Matrix
1. Consider the following 3 x 3 matrix

p p* s

A=|q q® 7r3|wherep,q,r,s areall distinct odd primes with

r p* r?
p3+1r £ 0(Mod q)
q® +p*r+pq+pr?£0(Mods)

STEP 1:
Acrbitrary select p, r distinct odd primes.
STEP 2:

Choose an odd prime "g" which is distinct from p, r such that

p>+1 %0 (Mod q)
STEP 3:

Select an odd prime "s" which is distinct from p, g, r such that
q® +p*r + pq +pr? £ 0 (Mod s)

Here,

Per(A) = pq3r? + p>r3 + p%qr? + p?r* + p*qs + ¢3rs

gcd(pqr, Per(A)) =1

ged(p®q®p* = p°q®, Per(4)) = 1

ged (rss, Per(A)) =1
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~

10.

In fact

gcd 1_[ xj ,Per(4) |=1
XjES
where S = {p,p%,p* q,q3,1,7%,13,5}
Consider the Diagonal Matrix of order k x k (where k is very large)
Dy = Diag(y1,¥2, Y3, -, Yx) Wherey; = ijes (xj)) fori<i<k
D, is private.
Take P € GLy(Z) any k x k matrix with integral entries and det(P) = +1
P is private.
Construct public key ¢ = P~1D,. P
Define a public key N = Per(A), where A is the private 3 x 3 matrix.
Suppose the given message

my
— m2 .
M = withm; € Zy.
L P
Encryption:
E(M) = CM (Mod N)
my
=| "2 | (Mod N)
my

Since, gcd(detC (Mod N),N) = 1, we can compute C~1(Mod N) easily using the private
keys P, D,. Since "k" is very large, computing C~1 is very difficult. Hence, the method is
secure.

Decryption = C"1(CM)(Mod N)

3.2 Encryption Scheme using the Trace of a Matrix
Take a matrix My (Zy)
Let "N" be a given fixed large positive integer.

Zy =

X

y
z

w.

X,¥,Z,W € Zy

Suppose message vector, m = |, | € ZI(\;”

Now, define M; = m; m, m; m,

mp; Mm; M3 Ny
m; mz; my My

my, m; Mm; ms;l
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3 My Mmy m;l
Define 4 = [a,-]-],B = [bl]]'c = [Cij],D = [dz]] € M4(ZN)
Define f: Z,(f) - Z,(f)

my trace AM,
my|\| _|trace BM,
f mg| | |trace CM;
my trace DM,

Then f is bijective if and only if

Ay tazatazz3+a,,; A +a;+a3+a43 a3+ 0 a3+ Ay + a3 +az3+aygy
_ by3 + byy + b3y + byy by + baz+ b3y + by byg + byy + b3z +byy byp + byg + bzs+ by

€11t €2 +C33+Cp €12 +Cp1 +C34+C43 €13+ C2p+C31+Chp €14+ Ca3 +C32+Cyy
dig +dyyt+dz; +dyz dyp+dyz+dzg+dyy dizt+dy; tdzgt+dy diyytdy +dsz+ag

is invertible over M4 (Zy).

det(B) = a (mod N)

then gcd(a, N) =1

my trace AM4
my| | _|[trace BM,
Now, Enc mg| | |trace CM3
my trace DM,

4. Encryption using Commutative Ring with Unity
Given a multiplicative group G, and a commutative ring R with identity, the set RG consisting of all

the finite formal sums ), ge¢ a(g)g with addition defined coefficient-wise and multiplication
a(g)ER

induced by the multiplication in G together with distributivity is an algebra over R called the group
algebra of the group G over the commutative ring R [3].
Thusfora = Y ega(g)g € RG , B =XheeB(Wh €RG

a+f =) (alg) +B@)g

gea

=Y > awpw) |g.

geG \xy=g
The element 1 eg, where 1y is the identity element of the ring R and e is the identity element of G,
is the identity element of the group algebra RG.
Observe that the map g — 1gg is a1 — 1 group homomorphism from G into the group of units of
RG, and the map A +— Aeg is a1 — 1 ring homomorphism R — RG. We can thus identify both G
and R with their respective images in RG under the above  maps.
In particular, we then have 1, = e = 1geq and this element is the identity element of RG which we
will denote by 1.
For understanding more basic properties about Group Algebra the reader can refer [4].
Let "N" be a given fixed large positive integer.
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Define R = (Z,, +,,%,; 1,0) be the given commutative ring with unity. (Ring of integers modN),
where Zy = {0,1,2,---,N — 1}.
Let f(x,y) = a + bx + cy + dxy be the given polynomial in the variables x and y over
(Zp, +n,%Xn;1,0); a,b,c,d € Zy.
Choose a4, by, ¢1,d4 in Zy such that
gcd(aq,N) = gcd(ay + b{,N) = gcd(aq + ¢1,N) = gcd(a; + by +c; +d{,N) =1
Define g(x,y) = a; + byx + c;y + dyxy
Here, we are considering the following semi associative group on {x, y, xy}.

o | x |y |xy

x| x | xy|xy

Y Xy |y | Xy

Xy | Xy | Xy | Xy

Define E(f(x,y)) = f(x,y) - g(x, y)

=(a+bx+cy+dxy) (a, + bix +cy+ dixy)

=aa; + a;bx + a;cy + a;dxy + abyx + bbyx + cbyxy + b;dxy + ac,y + bcixy + cc1y
+ cidxy + adxy + bd;xy + cd xy + dd,xy

=aa, + [ab; + (a; + by)b] x + [ac, + (ay + ¢c1)c]y
+[ady + (¢c; +dy)b+ (b +dy)c+ (a; + by + ¢, +dy)d] xy

Comparing the coefficients of x and y

aa; =a’ - (1)
ab, + (ay + b1)b =D’ - (2)
aci + (ay +cp)c =’ - (3)
ad; + (¢, +d))b+ (by +dy)c+(a; + by + ¢, +dy)d =4’ - (4)
aq 0 0 0
A= b, a;+b; 0 0
1 0 a; + ¢ 0
di ¢ +d; bi+d, a;+by+ci+d;

Det(A) = al(al + bl)(al + Cl)(al + b1 + C1 + dl)

Here, gcd(Det(A),N) =1
Now, we can describe encryption of f(x,y) as

Enc (f(x,y) = f(x,y)-g(x,p).

5. Some encryption schemes using non-abelian groups
Now, we shall see few examples of interesting finite non-abelian groups G which are being used in
Encryption & Decryption.

Example 5.1: Let G be a given group. Let R be a given normal subgroup of G.
1. GandR are given to public
Select an endomorphism ¢ € End(G) such that « (R) = R and a induces identity on %
a € Aut(G) © a € Aut(R)
a is fixed point free automorphismiea (g) = g © g = e
Action of o on R is private (i.e) a (r) is private forall r € R
Choose amessager # e € R
For this message r € R, we canfinda”g” € G suchthata (g) = g-r

ok w ™
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Here for thisr € R,we have oneand only g € G suchthata (g) = g-r

For, suppose g4, g, € G such that
a(g) = 917 — 1)
a(gz) = g2 7 — (2)
~grtalg) = g7 a(gz)
= 9291 = a(9291")
=201 = €= 91=0,

For this message r € R, g is public and a3(g) is also public.

The action of @ on elements which are not in R is public.

The action of @3 on G — R is public.

Nowa (g) = g-r

a’(g) =a(g-r) =a(g@a)
= gr-a(r)
a’(g)=a(g) a() a*(r)
= gra (ra?(r)

Encryption:

h = a*(g)

h = gra(r)a?(r)

Decryption:

g th-[a?M] eI ™ =71

Here The action of @ on R is private.

Example 5.2: Let G be a finite group of very large order.
H be a given subgroup of G such that O(H) is also very large and H is given to public.

1.

Example 5.3: Let P, Q, R, S be any given positive integers greater than or equal to "2".
1.

Noobkwbd

Let K be subset of G, which is not a subgroup of G such that K is private.
G = HUK
Choose a message m € H butm ¢ K
For this m select a secret r such thatr € K butr ¢ H
Now the encryption of E(m) = r-m
Sincer-'¢ Hbutr-lekK
Decryption = r~1(rm)
=m

Define N = PQRS + 1, then
g.c.d(P,N)=g.c.d(QN)=g.ccd(RN)=g.c.d(S,N)=1
G={(ab,cde) |ab,cde €Ly}
Now in G, we define following binary operation:
(a1, by, ¢1,dy, €1) * (az, by, 2,d,€3) = (%,y,2,w,1)
where x = a; + a, (mod N)

y =b; + b, (modN)

z=1c¢; +c¢; (modN)

w=d; +d, (modN)

l=ayb; + bycq +cydy + e +e; (mod N)
Now, this G is a non-abelian group of order N°>.
In this group G, we can observe the following.

The mapping f: G — G, defined by f(g) = g¢, where e € {P, Q, R, S} is a permutation on G.
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Now, using the above examples, we can construct a finite non-abelian group G using finite
commutative ring with identity R. This finite group G can be further used for encryption and

decryption of the messages.
Let R be a finite commutative ring with identity.
Define G = {(xq, x4, X3, X4, X5) | X1,%X2, X3,X4,Xs € R}
Now in G, we define the following binary operation:
(X1,%2,%3,%4,X5) * (V1,Y2, Y3, Y0 Vs) = (21,22, 23,24, Z5)
where z; = x; +y;
Z; =Xt 2
Z3 =X3t Y3
Zy = X4t Y
Zs = Y1X3 + Y2X4 + X5 + Y5
|G| = |R|®
The mapping f: G — G, defined by f(g) = g€ where g.c.d (e, |R|) = 1 is a permutation on G.
Similarly, we can construct another finite non-abelian group H using R.
Define H = {(x1, x5, X3, X4, X5) | X1,X2,X3,X4,Xs € R}
Now in H, we define the following binary operation:
(x1,%2, %3, %4, X5) * (¥1,Y2, Y3, Y4, ¥5) = (21,232,273, 24, 25)
where z; = x; + ¥4
Z; =X+ Y2
Z3 = X3t Y3
Zy = Xg T Vs
Zs = Y1Xp T YaXo T Y3X4 + X5+ Y5
|H| = |R|®
The mapping ¢: H — H, defined by ¢ (h) = h®, where g.c.d (e, |R|) = 1 is a permutation on H.

6. Encryption schemes over Group Algebra RG

Taking f(x,y,z) =a+bx+cy+dz+exy+ fxz+ gyz+ hxyz € RG

where a,b,c,d,e,f,g,h €ER

G=1{1,xy2xy,x2,vy2 xyz}

x? =y? =22 = (xy)? = (x2)* = (y2)* = (xy2)* = 1

xy =yxand yz = zy and xz = zx

Then we can reconstruct f(x, y, z) from f(x,y,2) - g(x,y, z), where

gx,y,z)=a, +bx+c;y+diz+exy+ fixz+ g,yz+ hyxyz if and only if
(@, by ¢ di e1 fi 91 hi]

by a; e fi & di hi g

¢1 & a g1 by hy di fi

di fi g1 a1 hy by ¢ e

eg ¢ by hy &4 91 f; dy

fl dl h1 b1 g1 a1 e ¢4

g1 hi 4y ¢ fi e a by

lhy g1 fi 1 er di ¢ by aql

is invertible over R

In this case, we are takingR = (P(X), @, o; 1 =X, 0 =¢)
where a4, by, ¢1,d4, €1, f1, 91, b1 € P(X) such that

ai, by, cq,dq, €4, f1, g1, hq forms a partition of X

a | b | |di|e | iG]
A=b |ag|le |fila|ld|h|gn
cile | a | g || |di|fi
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d | fi|lgi|a |l |b|ca e
eg | a |b|h|a g | fi|da
fildi || b |91 |a|e |
Grlh|di|alfilea|a]|b
h g | filaa|di|a|b|a
Here, it is interesting to note that A is a Latin square.

Theorem 6.1: 6 = (1,x) x (1,y) x (1,z) x (1,w), where, x2 =y* =22 =w? =1

Xy = YX,XZ = ZX,XW = WX, YZ = ZY, YW = WY, ZW = WZ

i.e G = Cy X Cy X Cy X Co = Direct Product

if 4 copies of cyclic groups of order "2".

Let (R, +, @) be given commutative ring with unity 1 # 0.

Consider the group algebra RG.

RG={a+bx+cy+dz+ew+ f(xy)+ g(xz) + h(xw) + i(yz) + j(yw) + k(zw) + l(xyz)
+ m(xyw) + n(xzw) + o(yzw) + p(xyzw) ;a,b,c---0,p € R}

Let f(x,y,z,w) =a+bx+cy+dz+ew+ f(xy) + g(xz) + h(xw) + i(yw) + k(zw) +

l(xyz) + m(xyw) + n(xzw) + o(yzw) + p(xyzw) € RG

Then we can reconstruct f(x,y, z,w) from f(x,y,z,w) - g(x,y,z, w), where

gx,y,zw)=a; +bix+c1y+diz+ew+ fixy+ g1xz+ hyxw + iyyz + jiyw + kizw
+ l1xXyZ + m{xyw + n1Xzw + 0,yZW + p1XyzZw

If and only if

(a1 by ¢ dy oes fi 91 hh B 1o ki L mg ong o1 P

by a fi 1 M o d e L m n Ly i ki p1 0

¢ fi an i i b bLbom dy oer 00 91 hi P koM

01 P11 ki )1 i n my I ee. dy ¢ hy g1 fi a by
lpy 0o ng my L1 kg Jy i hh g1 fi e di ¢ by ayl
is invertible over R

Corollary 6.1: Let R = (P(X), +,9;1 = X,0 = {}) be a Boolean Ring with |X| < oo
aq, by, c1,dq, €4, f1, 91, P, i J1, k1, 1, my,nq, 01, p1 fOorms a partition of X.
Then we can reconstruct f(x,y, z,w) from f(x,y,z,w) - g(x,y,z,w)

Example 6.1:

Group Algebra over Klein's 4 group

G has the following presentation:
G=<xy|x*=y*=(xy)’ =1>= Cy;XC,
RG ={a+bx+cy+dxy|ab,cdE R}
Letg(x,y) = a; + byx + ¢,y + dixy € RG (given)
Now define a map y: RG = RG,
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Y(f(xy))=g9xy) f(xy)—gkxy) —f(xy)

Then v is bijective if and only if the following matrix A is invertible over R

a; —1 b, C1 d,
A= b; a; —1 d, cy
C1 dq a—1 by

dq C1 b; a —1

As a special case if R = (P(X),+,¢;1 = X,0 = {}) be a Boolean Ring with | X| < oo
by, cq,d, forms a partition of a,.

Theorem 6.2: Let R = (Zy, +y,%Xy) be a ring of integers modN, where N is a fixed large positive
integer.
Let f(x,y) = a + bx + cy + dxy be a given polynomial over (Zy, +y,Xy).
We can reconstruct f(x,y) from f(agx + By, 21y + 1) ifand only if ged(ay. a4, N) =1
Proof:
f(apx + o, a1y + B1)
= (a+ by + cfy +dBof1) + (bay + dagf)x + (ca; + dfyay)y + daga xy

(1 Bo B1 PBob1] fa a
0 ag 0 agfy _ b{ |p
0 0 a; Poag| || |

0 O 0 Ao d d’

1 Bo B1 Bob]
0 ag 0 agfy

0 0 ar PBom

[0 O 0 Ao
Determinant of this matrix = (ag. a;)?

Similarly,

taking f(x,y,z) =a' +b'x+c'y+d'z+e'xy+ f'yz+ g'xz+ h'xyz

we define f(agx + By, a1y + By, @2z + ) such that gcd(ag - a4 - a4, N) = 1

€ M,(Zy) is invertible iff gcd(ag - a1, N) =1

1 Bo B1 Br BobBr BBz Bob- BoB1B2 7
0 ap 0 0 ayps 0 aof- o1

0 0 a 0 a1Bo PiB2 0 a1Bop-

4=10 0 0 a 0 @B axp azBoP1

0 0 0 0 aa 0 0 apa1 >

0 0 0 O 0 a,a; 0 a1,
0 0 0 O 0 0 Ay o162

0 0 0 O 0 0 0 aya,a; |

€ Mg(Zy) is invertible iff gcd(ay - a; - az, N) =1
Determinant of this matrix = (ag. a; - @;)*

Example 6.2: Let R be any given commutative ring with identity. Let G be the given group
generated by {x, y} such that x? = y? = 1,xy = yx.
Consider the group algebra RG

e |1 | x|y |xy

11| x|y |xy

x | X |1 |xy

y |y [xy|1
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xy|lxy|ly | x| 1

Now our basic ring is RG, where, we are considering polynomials over RG.
Let f(x,y) = a + bx + cy + dxy be the given polynomial in "x" and "y" over RG.

We can reconstruct f(x,y) from f(x,y) - g(x,y), where g(x,y) = a; + byx + c;y + dxy iff

a, by ¢ dg
by a di ¢
¢ dy a; by
di ¢ b a

is invertible over R.
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