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Abstract

In a novel analysis, we formally prove that arbitrarily many Arbiter PUFs can be
combined into a stable XOR Arbiter PUF. To the best of our knowledge, this design
cannot be modeled by any known oracle access attack in polynomial time.

Using majority vote of arbiter chain responses, our analysis shows that with a poly-
nomial number of votes, the XOR Arbiter PUF stability of almost all challenges can be
boosted exponentially close to 1; that is, the stability gain through majority voting can
exceed the stability loss introduced by large XORs for a feasible number of votes. Con-
sidering state-of-the-art modeling attacks by Becker and Riihrmair et al., our proposal
enables the designer to increase the attacker’s effort exponentially while still maintaining
polynomial design effort. This is the first result that relates PUF design to this traditional
cryptographic design principle.

1 Introduction

The notion of Physically Unclonable Functions (PUFs) and a first integrated circuit (IC) design
that can serve as a PUF was proposed by Pappu et al. and Gassend et al. respectively [15,30].
Most significantly, their contribution aimed at introducing the notion of PUFs as a mean of
authenticating ICs without the need to store a secret key. While many IC authentication
protocols rely on a secret key, removing the dependence on a secret from the protocol eliminates
all attacks that rely on extracting the key from the device, an attack method that receives broad
attention by security researchers.

To replace the secret key and corresponding cryptographic protocols, PUF ICs produce
different response behavior on different chips, although the IC design remains the same. This
can be achieved by a design that allows nano-scale chip imperfections to influence the output of
the IC. As an example for using PUFs as a mean of authentication, an IC can be authenticated
answering a number of challenges with the correct response that was prerecorded at the server.
Some more tangible use cases are using PUFs as part of secure key cards as described in
Gassend et al. [16] or for ICs in the context of radio-frequency identification (RFID) presented
by Devadas et al. [9].
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The promising PUF approach to IC authentication subsequently received much attention.
Gassend et al. [17] and Lim et al. [22] implemented the designs to be used in IC authentication.
They also presented successful modeling attacks on their implementations. Armknecht et al.
[1,3] formalized important security features of PUFs.

Arbiter PUFs, which are based on chip-individual delays, became one of the most important
objects of PUF implementation and security research. Suh and Devadas [36] proposed to XOR
different outputs of one Arbiter PUF to obfuscate the result. Thereafter, Devadas [8] proposed
using multiple Arbiter PUFs to construct an XOR Arbiter PUF. In an XOR Arbiter PUF,
k Arbiter PUF responses are evaluated in parallel on k different Arbiter PUFs. The final
response is then returned as the XOR of all single Arbiter PUF responses. However, as shown
by Rithrmair et al. [32] in a comprehensive overview of feasible attacks on various types of
PUFs, XOR PUFs can be attacked if k is small. As all known Arbiter PUF implementations
suffer from a portion of challenges that do not provide stable responses [6], large XOR, Arbiter
PUPFs are infeasible to build, as their stability will decrease exponentially with growing k as an
induction argument shows.

Our contribution provides a formally proven PUF design that allows to increase the number &
of arbiter chains arbitrarily while maintaining the overall PUF stability. As we show empirically,
a growing parameter k in turn enables the designer to increase the effort for all known oracle
attacks exponentially in k£, while maintaining polynomial design effort. Note, however, that our
design comes at the cost of implementing a volatile memory-solution for majority vote counters,
which may introduce new vulnerabilities to side-channel attacks.

The paper is structured as follows: Sec. 2 gives a detailed and motivated description of
our proposed design. Sec. 3 compares our approach for secure PUFs to other proposals in the
literature. After introducing general preliminaries in Sec. 4 and the necessary background in
Sec. 5, we analyze PUF response stability theoretically. Subsequently, Sec. 7 provides both
physical and oracle-access security considerations. Finally, Sec. 8 concludes the paper.

2 XOR Majority Vote Arbiter PUF

Our contribution proposes a modification of the well-known XOR Arbiter PUF design that
is due to Devadas [8]. The design implements k Arbiter PUFs with n stages each in parallel
and XORes the individual response bits. The XOR operation guarantees that the final output
bit is influenced by all k individual response bits. This fact provides some evidence to show
that the effort an attacker has to make to predict PUF responses is high. So far this idea was
successful, as the best known attacks on XOR Arbiter PUFs have an exponential run time in
k [32]. However, as hardware implementation of Arbiter PUFs are noisy, it was infeasible to
implement XOR Arbiter PUFs with k larger than 12 [41].

In order to reduce the noise of Arbiter PUFs, responses can be determined by a majority
vote process [26] before XORing the individual response bits as shown in Fig. 2.1. We show
that with a feasible, i.e. polynomial, number of votes in the majority vote process, we can
achieve a response stability as high as desired.

However, being closely related to controlled PUFs [18], this design comes at the cost of
storing intermediate voting counts in volatile memory. We discuss in Sec. 7.1 how this may
jeopardize hardware security goals of the PUF. Also, Majzoobi et al. [25] discussed the influence
of voltage and temperature on responses of an FPGA-based Arbiter PUF implementations. One
problem that may arise when implementing the XOR Majority Vote Arbiter PUF in hardware
is to make sure that rapidly generated responses are statistically independent from each other.
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Figure 2.1: A detailed logic block diagram of the proposed XOR Majority Vote Arbiter PUF
design. For each arbiter chain, r responses to the given challenge are evaluated and passed to
a majority vote. The result is then XORed and returned.

3 Related Work

The employed concept of majority voting before the XOR operation is not new to PUF liter-
ature. Majzoobi et al. [25,26] studied the impact of majority voting on the Arbiter precision
empirically, relating the number of votes to a Gaussian distribution that can approximate the
delay values. Rithrmair et al. [31] and Ganji et al. [12] used majority voting to increase pre-
cision of measurements for a fixed number of votes, but did not formally quantify the stability
gain. In contrast, our work aims to study the relation of stability gain by majority vote and
stability loss through the XOR operation.

It is the subject of many publications to build (provable) secure strong PUFs and likewise
it is subject of research to attack published PUF designs.

Based on various non-linear characteristics of current-voltage behavior, several strong PUF
candidates have been proposed [20,21,40]. All of them empirically show some resistance against
modeling attacks using support vector machines. However Guo et al. [19] published an attack
using a genetic algorithm to efficiently learn the non-linear current mirror PUF [21] with accu-
racy up to 99%.

For XOR Arbiter PUFs, state-of-the-art attacks are due to Becker at al. [4] and Rithrmair et
al. [32]; both have been empirically shown to run in polynomial time. We discuss those attacks
in detail in Sec. 7. Similarly, an attack published by Ganji et al. [13] has been proven to run
in polynomial time, but only under the precondition that there is only a constant number of
parallel Arbiter PUFs.

Tajik et al. [37,38] and Ganji et al. [11] showed that PUFs, including XOR Arbiter PUFs,
can be efficiently modeled if additional information about the chip is retrieved in an attack
that requires physical access to the PUF. We are convinced that these attacks can very easily
be adopted to also work against our proposed XOR Majority Vote Arbiter PUF. However, this
work focuses on the theoretical feasibility of building an arbitrarily large, stable XOR Arbiter
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PUF. As any hardware-based attack inevitably also depends on the chosen implementation, we
do not consider their attacks in detail here.

Spenke et al. [35] take an entirely different approach to secure Arbiter PUFs by including the
FPGA PUF definition into the challenge sent to the PUF. At the cost of prolonged evaluation
of challenges, they increase the available challenge space and modeling effort. Their approach
appears hard to be modeled, as detailed knowledge of the FPGA design is necessary.

4 Preliminaries

An electric Physically Unclonable Function (PUF) is a circuit that, although it follows the same
design, behaves differently on different hardware. Based on the circuit behavior, the underlying
hardware shall be identifiable. The notion of behavior is formalized by challenge-response pairs,
with the individual PUF behavior causing a certain response for each challenge given. Usually,
both challenge and response are digital data. The idea of PUFs stems from a non-electric
implementation [30], but nowadays virtually all research focuses on electric PUFs.

An Arbiter PUF is a PUF based on electrical signal delays that vary from chip to chip. It was
first introduced by Gassend et al. [15]. Two electrical signals start at the same time and travel
through a layout of n stages. At each stage, one bit of the n-bit challenge determines whether
the signals travel straight through or are interchanged. With the hardware implementation in
mind, the stages are sometimes called multiplezers. At the end of this arbiter chain, an arbiter
determines on which connector a signal arrives first and outputs the result as the response.

Arbiter PUFs are strong PUFs, as they offer a challenge space that has exponential size in
the design parameter n. In contrast, PUFs with smaller challenge space are called weak PUFs.

This work uses Gaussian random distributions. We denote a random variable X chosen by
a Gaussian distribution with mean p and variance o2 by X ~ N(u,0?). For such X, we have
Pr[X < z] = ®(*=£) where ® is the Cumulative Distribution Function (CDF) of the standard

o
_2

normal distribution, ®(z) = \/% ffoo e~ zdt. The CDF can be written in terms of the error

function erf, defined by erf(z) = ﬁ I, e~ dt; we obtain Pr[X < 2] = i+ %erf(f/gg).

5 Background

This section provides the notions and models used in theoretical analysis throughout this work.
Centerpiece of our analysis is a combination of a linear function that models noise-free arbiter
chain delays and a stochastic process that models measurement and evaluation noise. This
model was introduced by Majzoobi [24] and was later used by Delvaux and Verbauwhede [6] as
the foundation for a noise-based side-channel attack.

5.1 Noise-Free Delay Value Model

The final delay difference of a single arbiter chain is the sum of all single delay differences and
interchange effects along the way. An important insight for modeling arbiter chains however is
that it does not matter which signal arrives first. In fact, the signals are indistinguishable. It
only matters if a signal arrives on the top or bottom path first.

The delay difference of each stage depends on the challenge bit for this stage, as straight and
crossing paths have different layout, and thus different nanoscale imperfections. The impact
of the delay difference however depends on all following challenge bits: if the signals are later
interchanged again, the impact of the stage’s delay difference is also inverted. Hence, we obtain
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Theorem 1. The deterministic noise-free total delay difference of an arbiter chain with n
stages on input' ¢ = (c1,..,cp) € {—1,1}" is

n n

ADwodel(€) = Z 5" ch , (5.1)
j

i=1 j=1

where 59), —5(_i)1 € R denote the delay difference in the i-th stage in the cases c; =1 and ¢; = —1
respectively. For x = (1,21, ...,x,) € {1} x {—1,1}" with x; = H;I:Z ¢; fori > 1, the total delay
difference ADyodel 98 a linear function in x.

Proof. A rigorous proof for (5.1) can be obtained through induction over n.

We can rewrite ADyodel(€) in a case-distinction-free form. The value 58) can be written
as the linear function 6 (¢;) = 1 [((SY) - 5(3)01- + (59 + 6@1} . Expanding this notation yields
ADniodel(€) = Y1y (wz H;L:Z cj) + wq, where w; = % (6(_1)1 + (5?) + (551-71) — 59;1)) and wo =
% (5§n) — 5(_7;1))’ setting (5£? = 0 for ¢ = 0. We can hence write ADniodel() = Y i Wi =
(w, x). O

The noise-free Arbiter PUF responses can thus be modeled by a linear threshold function

sgn (ADyodel (), where x can be easily computed from ¢. Many machine learning modeling
attacks rely upon this fact [32].

5.2 Noise Model

Implementation of arbiter chains in hardware produce noisy responses. To obtain valid pre-
dictions for behavior and security of Arbiter PUFs, this noise needs to be modeled. For any
challenge ¢ € {—1,1}", we thus model the PUF delay value as

AD(c) = ADwodel(¢) + ADNoise (5.2)

where ADyoise is a Gaussian random variable with zero mean and a variance 0., depending
on measurement conditions and implementation. Note that this model does not make any
assumptions about distribution or model of ADyjoqe1(c). Delvaux and Verbauwhede [6] were
the first to propose this model.

5.3 Stability Analysis

The delay-value based model (5.2) allows us to analyze the stability per given challenge. In fact,
measurements show that stability of Arbiter PUF responses significantly change depending on
the challenge given [35].

Definition 2. For a given challenge ¢ € {—1,1}" with model delay difference ADyjoqe1(c) and
A Dnoise following a normal distribution, we define Stab(c) to be

A[:)PI‘ [Sgl’l (ADModel(C) + A-DNoise) = sgn (ADModel(C))] )
Noise

IFor the sake of easier notation, we chose to model challenges as vectors in {—1,1}" rather than {0,1}".
If desired, all results can be transformed into {0,1}"™ challenges by “encoding” inputs bits with a function
p:{0,1} — {—1,1}, where p(0) = 1 and p(1) = —1. This way, we can write p(b) = (—1)® and have the
convenient property p(bi1b2) = p(b1) @ p(b2), where @ denotes addition modulo 2. Any output of our model can
be transformed by p~1.

72



Why Attackers Lose Wisiol et al.

the stability of c.

The idea of stability is also captured by the notions of reliability [4], repeatability [6], or
robustness [2] in other literature, although those notions might not formally be equivalent.

The stability of any challenge with known model delay difference can be expressed in terms
of the error function erf. It only depends on the absolute value of ADyjogel(c) and onNoise; the
higher the model delay difference, the higher the stability. The lowest stability of % is realized
when the model delay difference is exactly zero.

Corollary 3. For a PUF instance, a challenge with model delay difference ADyjogei(c), and
normally distributed noise ADyoise with zero mean and variance (f%oise, the probability that
PUF response and model response agree is Stab(c) = % + %erf (W) .

While in most use cases the stability of a particular challenge for a given arbiter chain is
irrelevant, it is interesting how many “stable” or “unstable” challenges a given arbiter chain
instance has. Sec. 6.1 formalizes this question and gives an exact answer by providing the
probability distribution of Stab(c) for uniformly random challenges c.

6 Stability

Our proposed PUF design utilizes both majority vote to increase stability, and XORing of re-
sponses, which is known to decrease stability. This section demonstrates that the stability gain
overpowers the stability loss, that is, we show that our PUF design can scale to an arbitrar-
ily large number of arbiter chains that are XORed while maintaining overall stability with a
polynomial number of votes. We analyze our approach theoretically and (briefly) practically.

6.1 Theoretical Analysis

We analyze the stability of the Majority Vote XOR Arbiter PUF design starting from the basic
building blocks, arbiter chains, and then extend the analysis step by step to cover Majority
Vote Arbiter Chains and XOR Majority Vote Arbiter PUFs.

6.1.1 Arbiter Chain Stability

Let n be the number of stages in an arbiter chain, let ADyoise be a random variable normally
distributed with mean zero and variance 0% ;.-

From Corollary 3, we have for a challenge ¢ that Stab(c) = 3 + £ erf (IADPxoac (©)l/(v2onaise)) -
We can see that the challenge stability and thus the distribution of stability of any Arbiter PUF

depends on the distribution of ADyjoder(¢) = wo + > 1y (wi H;L:z cj).

Under the assumption that the hardware-intrinsic imperfections formalized by the w; follow
a normal distribution, it can be proven that ADjyode1(c) can also be approximated by a normal
distribution using the Berry-Esseen Central Limit Theorem (CLT) [5,10,42].

What’s more, the CLT error bound itself is a random variable depending on the choice
of the w;, with a narrowing variance and lowering mean as n becomes larger. That is, the
approximation of ADyeqe1 becomes better for increasing n.

This fact theoretically supports the common assumption [6,14] about Gaussian delay values
in Arbiter PUF research.

With the probability distribution of ADyjoger(c¢) for uniformly and randomly chosen ¢, we
can approximate the probability that a chosen challenge has stability below a given threshold.
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In the following, we assume ADyjoger ~ N(0, 0%, 401) @s a simplification although we actually
have E[ADyodel] = wo, as wg was in turn drawn from a distribution with mean zero. The
simplification that ADyjoqer follows a normal distribution simplifies the analysis drastically.

Lemma 4. For any given PUF instance with n stages, any probability z € [%7 1], and mea-
surement and hardware conditions described by ADyoise ~ N(0,0% ), the probability that a

uniformly, randomly chosen challenge ¢ has stability lower than z € [%, 1] is approzimated by

Stabcpr(z) =  Pr [Stab(c) < z] = erf (UNOise erf 1 (22 — 1)) .
e~{=1,13m OModel

The proof follows from the CLT approximation of ADyjoge1 together with the essential
Gaussian distribution fact that Pr[|ADyodel(c)] < 2] = erf (¥/v2omoaa). The CLT also yields
explicit error bounds, if needed.

In the simplest case, we can choose the threshold independently of n to be a constant,
2z = 99% to obtain the probability that a randomly chosen challenge has stability below 99%

Pr  [Stab(c) < 99%] ~ erf (1.640Nmse> .
e~{—1,1}n OModel

For any given constant threshold z, the probability that a uniformly and randomly chosen
challenge has stability below z, hence depends only on oNoise/oyeae. A numeric evaluation can
be found in Fig. 6.1. We can interpret Pr. [Stab(c) < z] as cumulative density function. The
derivative then gives the probability density function, as shown in the same figure. We can
see from the probability density that, while the majority of challenges will have high stability,
there is a significant (polynomial) portion of challenges that have stability close to %

6.1.2 Majority Vote Arbiter Chain

The stability of an arbiter chain can be boosted by majority voting.

Definition 5. We define for a challenge ¢ € {—1,1}" the majority vote stability using r votes

Stabl(\;[')V (¢) [majority vote result = sgn (ADyjodel(€))] -

= r
A DNoise €ER”

The next theorem shows that for any monotone increasing ¢(n), we can boost the stability for
any challenge c that satisfies Stab(c) > %—&— ﬁ with a polynomial number of votes exponentially
close to 1. (How close exactly will be formalized by the choice of ¢'(n).) We will later show that
this prerequisite is fulfilled by “most” challenges, see Lemma 7. For any remaining challenges
that do not fulfill the boosting requirement, we know that their stability will be increased
through our process, although not up to the desired value of 1 — Qt,% Hence the choice
t(n) can be thought of as the parameter that determines which ratio of challenges should be
boosted up to exponentially stability, whereas t'(n) determines the minimum stability for these
challenges.

Theorem 6. Consider an arbiter chain with n stages. Let t(n) be any monotone increas-
ing polynomial with t(n) > 2. Then for any polynomial t'(n) and all challenges ¢ satisfying
Stab(c) > 1+ ﬁ there exists a polynomial r(n) such that when using r(n) votes (r(n) odd for

all m), we have Stabﬂ)\,(c) >1- Tl(")
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Figure 6.1: Cumulative Distribution Function (CDF) and Probability Density Function (PDF)
of the distribution of challenge stability under the assumption of normally distributed model
delay values, both shown for omodel/onaie € {1,2,5,20}. The larger opodel 1S when compared
t0 ONoise, the higher the probability for high stability becomes. The CDF Pr[Stab(c) < z] =
erf (% erf ! (22 — 1)) from Lemma 4 is a central tool in our analysis; the PDF helps us to

interpret measured stability frequency in simulations (see Fig. 6.2).

Proof. We consider the probability g(n) =1— Stab(MT{,(c) that the result of majority voting does
not match the model value, that is, the minority of votes show the model value. We sometimes
suppress dependencies on n in the notation.

We get ¢ = Z;:OI)/Q (;) Stab(c)? (1 — Stab(c))" 7. For any 0 < j < T;17 we set m =

£ — j and obtain Stab(c)? (1 — Stab(c)) "™/ = (Stab(c)(1 — Stab(c)))”* - (15‘68;7&12()@)7”7 where

m
<lg,ﬁsat7§(bc()c)) < 1. Hence, g < (Stab(c) (1 — Stab(c))) 2. By definition of Stab and the prerequi-
site we have ¢ < (1 — erf? (lAQDU“ﬁ;’de‘l )E and with (n) = 2- [In2 - t(n)? - ¢/(n)]| + 1, we obtain
q < 27V Finally, we have Stabl(v[v(c) —q¢>1- 2t’(n> O

Theorem 6 shows that certain challenges can be boosted to stability exponentially close to
1 with a polynomial number of votes in the majority vote process. For applications of this
work, it is essential that the portion of challenges that cannot be boosted is negligible. The
next lemma shows that we can expect the number of challenges not satisfying the prerequisites
of Theorem 6 to be small.

Lemma 7. Pr[Stab(c) < % + A< % . 75;’2::1 . ﬁ

The proof follows from Lemma 4 along with the standard bounds T z-e " < erf (x) <

()
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% -z (for z > 0) and erf "'z < z (for z € (0,1/2)).
The probability distribution of the stability in the challenge space is shown in Figure 6.2.
In the PDF plot can be seen that the probability density for low stabilities does not converge

to zero.

6.1.3 XOR Arbiter PUF

The boosted stability from Sec. 6.1.2 allows us to use a polynomial number k(n) of arbiter
chains and output the XOR of their responses while maintaining high stability.

Definition 8. Consider k arbiter chains with majority vote with r votes each. Let p;(c) with

1 < ¢ < k be the final output of the i-th chain on input ¢ € {-1,1}". Let ADI(\?OdCl(c)
be the noise-free delay difference of the i-th chain on input c¢. We define the stability of the

XOR Magjority Vote Arbiter PUF as Prap,.,.. [@le pi(c) = ®f:1 sgn ADI(\?odel(c)] , denoted
by StabgggR, where ® denotes the XOR operation.

The probability StabgéR(c) is bounded from below by the probability that all individual
arbiter chain response bits match their respective model value. Although this bound disregards
the cases where any even number of response bits are flipped, it does still yield the desired
exponential bound.

Theorem 9. Let t(n) be any monotone increasing polynomial with t(n) > 2. Then for any
polynomial t'(n) and for any challenge ¢ with Stab;(c) > % + ﬁ simultaneously in all ar-
biter chains 1 < i < k, we have for an XOR Majority Vote Arbiter PUFs with r(n) =

2 [In2-t(n)?-t'(n)] + 1 votes and k arbiter chains Stabgg())R(c) >1- %

k
Proof. For any 1 < i < k, we have Stabgg())R(c) > Stabg[)vl.(c)k > (1- ﬁ)k >1- Tk(n), using
Bernoulli’s inequality in the last step. O

As before with Theorem 6, we cannot expect all challenges to be boosted to this stability.
Instead, we need to discuss how many challenges we can expect to fulfill the prerequisites of
the boosting theorem.

Lemma 10. For k given arbiter chains with challenge stability Stab,, the probability for a

uniformly and randomly chosen ¢ to have Stab;(c) > % + ﬁ simultaneously for all chains

1 <4 <k is greater than 1 — % | gsise %, under the condition that % . holse ().

OModel

This lemma follows directly from the probability bound of Lemma 7 and Bernoulli’s inequal-
ity.

Although we cannot boost all challenges to stability exponentially close to 1, Lemma 10
shows that the number of challenges we do not boost is (polynomially) converging to zero with
growing n. While not an improvement, this is also not a significant degradation of stability,
comparing to a single arbiter chain (see Lemma 7).

Putting all previous results together, we come to the following conclusion.

Corollary 11. Choosing challenges randomly and uniformly, we have for the XORed output
bit of k arbiter chains with n stages and majority vote with r votes each, that for any constants
a €0, %] and o/ > 1, there exists a number of votes r € O(a? - o' - k% -logk), such that

. 1
Pr Stabg(())R(c) >1- 3o >1—a,
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i.e. the proportion of challenges defined by o has stability exponentially close in o' to 1.

Proof. Our main result follows from Theorem 6, Theorem 7, and Theorem 9 by setting t(n) =
4

T % k-aand t'(n) = logy k+ o/, where k is a monotone increasing polynomial in n. [
The choice of a affects the portion of challenges that will be boosted to exponential stability.
Equivalently, o determines how many challenges we expect to fail to be boosted. The choice of

o' sets up the boosting goal, i.e. how close to 1 we want the stability to be boosted to.

6.1.4 Number of Votes Required

For a real-world implementation, we need to know an upper bound on how many votes are
required for the XOR Majority Vote Arbiter PUF to achieve the desired stability. In the simplest
case, we require that all challenges ¢ with Stab(c) > %4’% = 60% must have Stabg%R(c) > 99%.
By Lemma 4, this captures most challenges, as Pr[Stab(c) < 3 + 4] = erf( Zhoise erf71(0.2)) <
erf(0.22%i2 ) - As an example, we obtain Pr[Stab(c) < § + 5] < 3% for Zeie —

1
OModel OModel 10°
Theorem 9, we hence have t(n) = 10 and

From

Stab{{) () > 1 — = 99%

1ot/ (n
Egt()

or t'(n) = log,(100k). Along with the number of votes r(n) as defined in Theorem 6, we obtain
r(n) =2 [In2-t(n)*-#'(n)] +1 ~ 1 + 2001log(100k); or r(n) ~ 1400 for k = 24. Notice that
the upper bound grows with O(log k). Our simulations show that in fact much lower numbers
for r(n) suffice, see Sec. 6.2. The large values of r(n) are hence due to the many non-tight
bounds we use in the proof of Theorem 6 and Theorem 9.

6.2 Simulation

In this section we present software simulation results that validate our stability results from Sec.
6. (Code at https://github.com/nils-wisiol/pypuf/tree/2017-why-attackers-lose.)

Number of Votes Required To show that a high total stability can be reached using
majority vote we determined the minimum number of votes required for acceptable stability
for various numbers of parallel arbiter chains. Fig. 6.2 shows detailed results of how many
votes are needed for stable responses (Pr[Stab(c) > 95%] > 80%), as determined by a binary
search on the voting count for different k. The polynomially increasing number of votes required
to fulfill the stability requirements for a useful PUF implementation shows that XOR Arbiter
PUFs with high stability can be built arbitrarily large using majority vote.

Stability Distribution For a more precise exposition of the stability distribution of Majority
Vote XOR Arbiter PUFs of size k we estimated stability values by a simulation. Our example
uses k = 32 Majority Vote Arbiter Chains with n = 32 stages each. The stability distribution
shown in Fig. 6.2 was achieved using r € {51,501} votes. As estimated by the computation of
the previous section, the number of votes needed to reach a stability of 95% with probability
80% is 51. In turn, approximately 501 votes are needed to achieve the stability of the single
arbiter chain that was used to build the MV XOR Arbiter PUF. This shows that even large
XOR Majority Vote Arbiter PUFs can become stable through a feasible number of votes.
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Number of Votes Required for Pr[Stab(c)>95%] > 80%
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Figure 6.2: The graph (above) shows the minimum number of votes needed such that for a uni-
formly random challenge ¢ we have Pr[Stab(c) > 95%] > 80% for different k, as determined by
a simulation (Sec. 6.2). The simulation uses arbiter chain length of n = 32, however we showed
that the results are independent of n. This log-log graph confirms the result that the number
of votes required grows polynomially. (Values were computed using mv_num_of_votes.py .95
.80 32 32 2 .033 2000 200.)

The histogram (below) shows the probability density of an XOR Majority Vote Arbiter PUF
of size k = 32 and chain length of n = 32. We used 51 and 501 votes to boost stability to
Pr[Stab(c) > 95%] > 80% and to the stability of the building block arbiter chains, respectively.
The dashed line shows the theoretical stability probability density for a single arbiter chain
(i.e. before majority vote and XOR) as used in this simulation (oNoise/opoqer = 0.033). The
graph confirms that a Majority Vote XOR Arbiter PUF built from these arbiter chains and
the given number of votes can not only achieve a decent stability (at 51 votes), but also reach
the same stability as a single arbiter chain (at 501 votes). (The histogram shows data gen-
erated with pypuf’s stability calculation, stability_calculation.py 32 32 r 0.033 10000
200 Oxbeef for r € {51,501}.)
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7 Security Analysis

7.1 Resilience against Physical Attacks

Although the goal of PUFs was to increase the robustness against physical attacks, many are
known, e.g. side channel (6,28, 34], invasive [27,29], and fault injection attacks [7,37]. To our
knowledge there is no known strong PUF design that is secure against physical attacks without
classical hardware security measures that are also applied to secure flash memory. Hence, the
XOR Majority Vote Arbiter PUF may only serve as a first step towards a secure strong XOR,
Arbiter PUF. Although resilient against all known machine learning attacks (see Sec. 7.2), the
XOR Majority Vote Arbiter PUF is particularly vulnerable to the readout of the memory that
stores the voting count, similar to Ring Oscillator PUFs (RO-PUFs) [23]. The contribution of
this work is hence limited to showing one way to mitigate already-known modeling attacks at
the additional cost of physical attack surface as already known in RO-PUFs.

Further research has to be done to combine the arbiter chains with tamper resistant volatile
memory, to prevent a readout of the voting counts. Unfortunately, it is not straightforward to
build such a PUF system, as it increases the complexity and cost of the PUF. Hu and Sunar
[39, Sec. 13] are giving a state-of-the-art overview on tamper resistant memory.

7.2 Resilience against Machine Learning Attacks

To analyze the XOR Majority Vote Arbiter PUF and provide evidence for its security against
machine learning attacks we use an oracle access model. An adversary, who wants to perform
an attack on a PUF communicates with an oracle. Through the oracle, the adversary can obtain
any number of genuine PUF responses to (adaptively) chosen challenges. Notice that responses
to equal challenges do not necessarily have always the same value, as responses can be noisy.

In the following, we study the feasibility of two state-of-the-art attacks on the XOR Majority
Vote Arbiter PUF.

Becker’s Machine Learning Algorithm This section discusses an attack on XOR Arbiter
PUFs presented by Becker [4, Sec. 5]. Becker uses an evolution strategy based machine learning
evolution algorithm that assesses fitness based on the reliability of the responses of the indi-
vidual arbiter chains. His notion of reliability is similar to our notion of stability in Sec. 6.
Suppose an attacker sends the same challenge c to the oracle [ times and collects [ response bits

r(¢)1,7(c)a,...,r(c);. Then the reliability h,; is computed by h(c) = ’é - Z§'=1 r(c)j| . This

notion of reliability h(c) maximizes in the case that Stab(c) = 1, and minimizes in the case that
Stab(c) = 0.5.

To learn physically feasible constructions without majority vote of XOR Arbiter PUFs
(k < 12) in reasonable time with a relatively small number of examples in the training set,
Becker’s attack uses information revealed by the reliability of individual challenges. A response
for a given challenge is called unstable if it has a delay difference ADyjoqer close to zero. Unfor-
tunately, as we showed in Theorem 6 and Lemma 7, there is always a small number of responses
in a PUF, that can not be boosted to stability exponentially close to 1 with a polynomial num-
ber of votes. Hence, there are always challenges with stability Stab(c) < % + ﬁ and so the
prerequisite for Becker’s attack is fulfilled.

Nevertheless, the simulation of Figure 7.1 show that a Majority Vote XOR Arbiter PUF is
only learnable with Becker’s algorithm if an exponential number of examples in the training set
is used.
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Figure 7.1: The required number of CRPs when using Becker’'s CMA-ES reliability attack
against the Majority Vote XOR Arbiter PUF shows an exponential increase. In contrast, classic
XOR Arbiter PUFs can be attacked with linear increase only and are limited by reliability
decrease.

All measurements were obtained using an empirical binary search on attacks on simulated
(Majority Vote) XOR Arbiter PUFs. (All values shown for n = 32.)

Riihrmair’s et al. Logistic Regression Algorithm In this section we briefly discuss an
attack on XOR Arbiter PUFs presented by Rithrmair et al. [32,33]. They implemented and
evaluated various machine learning methods in order to learn different types of PUFs, including
basic Arbiter PUFs and XOR Arbiter PUFs. For both, the best results were delivered by
the Logistic Regression (LR) algorithm with Resilient Propagation (RProp) as optimization
method.

Due to its nature, the LR algorithm has to perform multiple iterations before it finds a
minimum. One trial of the algorithm takes polynomial time. But the number of restarts grows
exponentially in the number k of arbiter chains. This fact was already observed by Riihrmair
et al. and is insignificant when k is limited by the stability. However, in the majority vote
scenario, the designer’s choice of k can defeat the modeling attack runtime.

8 Conclusion

All known oracle attacks against stable XOR Arbiter PUFs based on machine learning are only
successful if the number of arbiter chains is small. On the other hand, a large number of arbiter
chains leads to an instability for most challenges due to noisy effects. Hence, such XOR, Arbiter
PUFs cannot be used in practice. Our work showed that with majority voting, we can boost the
stability for almost all challenges exponentially close to 1, even for PUFs with a large number of
arbiter chains. We formally proved that for this purpose only a feasible (polynomial) number of
votes is needed to increase the stability gain through majority voting beyond the stability loss
induced by the XOR operation. However, while the size of the arbiter chains will only slightly
increase with the vote counter, our design comes at the cost of additional digital memory that
holds volatile sensitive information and a prolonged evaluation run time, which may jeopardize
security goals.

To support our theoretical stability claim we evaluated the number of votes necessary in a
software simulation. We further showed based on empirical data that state-of-the-art attacks
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based on oracle access will not be able to model our design in polynomial time. Further research
should focus on how the reliability-based CMA-ES attack scales with the XOR Arbiter PUF
stability.

In asymmetric cryptography, one usually has methods to increase the security (e.g., extend-
ing the key length) if there are minor improvements for attacks (e.g., faster computers). To our
knowledge, our design is the first result that relates PUF design to this traditional cryptographic
design principle.
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